SKODA

Information security guideline for third parties

Editor
FIG

Status
published

Version
1.1

Classification
Public

Date
22.01.2025

Scope

These guidelines apply to any third-party company (hereinafter referred to as “suppliers”) that is
providing services to the SKODA AUTO as. (hereinafter referred to as “SKODA”) based on contractual

relationship. These guidelines are to be applied throughout the whole SKODA and its affiliated companies, if
necessary, with concrete IT regulations

Skoda Auto a.s. | www.skoda-auto.com | ti. Vaclava Klementa 869, Mlada Boleslav II, 293 01 Mlada Boleslav, Czech Republic
ICO: 00177041, Méstsky soud v Praze B 332 1/15


http://www.skoda-auto.com/

SKODA

Table of Contents

11
12

13

21

2.2

23

24

25

3

Purpose and definitions 3

Document structure and target group 3

General requirements for all suppliers 4
Requirements 4

Classification of information 4

Handling with classified information 4
Additional requirements for suppliers working in the SKODA infrastructure 8
Requirements 8

Handling of user accounts 9

Handling with classified information 10

Use of network services 12

Additional requirements for mobile work 12

Additional requirements for suppliers that have access to SKODA information outside the SKODA

infrastructure 13

3.1

3.2

Al
A2

Handling of personal data 13
Handling of classified information 13
Responsibilities 14

General 15

Validity 15

Document history 15

Skoda Auto a.s. | www.skoda-auto.com | ti. Vaclava Klementa 869, Mlada Boleslav II, 293 01 Mlada Boleslav, Czech Republic
ICO: 00177041, Méstsky soud v Praze B 332 2/15


http://www.skoda-auto.com/

SKODA

I Purpose and definitions

This information security guideline defines the organizational requirements and rules for information security
that must be followed by suppliers when handling SKODA information. The terms information and data in this
document refer exclusively to information and data of SKODA.

.1 Document structure and target group

This guideline is aimed at the management of suppliers. The management of the suppliers must ensure that their
employees and their vicarious agents are bound to this information security guideline.

This document contains three chapters. The following table lists the document structure and the respective
target group per chapter.

Chapter | Target group
1 All suppliers
2 Suppliers working in the SKODA infrastructure
A supplier works in the SKODA Infrastructure if:
- clients (physical or virtual end devices) are provided by SKODA regardless of
whether the supplier is located on the premises of SKODA, or
- the connection via remote terminal access solutions with access to the internal
network or
- information has a non-electronic form and is processed on the premises of SKODA.
3 Suppliers have access to SKODA information outside the SKODA infrastructure
Supplier has access to SKODA information outside the SKODA infrastructure when the
third-party processes information in an electronic form using its own IT equipment or
information in a non-electronic form outside of the SKODA premises.

Depending on the cooperation model, a supplier can belong to several target groups at the same time.
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General requirements for all suppliers

Requirements
¢ Information security events (e.g., malfunctions that occur, violations of the information security

regulations) concerning information or IT systems of the client must be reported immediately to
security@skoda-auto.cz.

o If an attack is suspected or detected using malware, the affected IT devices and storage media may no
longer be used to process SKODA information.

e Suspected vulnerabilities and weaknesses of the client's IT systems must be reported immediately to
security@skoda-auto.cz.

o If thereis a suspicion of loss of confidential or secret information of the customer, this must be reported
immediately to security@skoda-auto.cz.

e Documents and storage media with sensitive SKODA information must be protected against loss,
destruction, and confusion as well as against unauthorized access. As soon as the data on the storage
medium is no longer required, the data must be securely deleted there. Storage media that are no longer
needed must be disposed of in a safe manner.

¢ Inall conversations and data transmissions (including telephone calls, video, and web conferences) that
concern or contain SKODA confidential or secret information, it must be ensured that they cannot be
overheard or read without authorization.

e Confidential or secret information may not be used as part of file names or in email subject lines.

e Error-free processing of information and protection against unauthorized changes must be ensured.

Classification of information
The purpose of the classification is to classify information in stages depending on its need for protection.

Depending on the classification, different protective measures are required.

All SKODA information must be classified according to confidentiality. Confidentiality ratings can be marked
with an expiration date.

If documents or information are prepared by the supplier for SKODA, the classification according to
confidentiality must be requested from the contact person of SKODA and marked accordingly.

Handling with classified information
Information may only be made available to an authorised group of persons for the purpose of the agreed activities

and in compliance with the relevant regulations. The need-to-know principle must be followed.

In order to protect confidential or secret information, the corresponding IT devices must be set up in such a way
that access by unauthorized persons is prevented and the risk of inspection by unauthorized suppliers is
minimized.

Information must be protected from access by unauthorized persons throughout its lifecycle in accordance with
its current level of confidentiality. The following regulations apply:
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Neverejné/ Non-public

Interni/ Internal

Duvérné/ Confidential

Tajné/ Secret

Verejné/ Public

Label

In the header or footer of a
document, printed
documents a stamp.

for

It is necessary to label the
document on both sides.
Labelling internal category is
introduced for documents
created after the effective
date of this OS.

In the header or footer of a document, for
printed documents a stamp. It is necessary to
label the document on both sides.

By digital watermark, or in the header or
footer by highlighted font (ideally in
different colour). For printed documents a
stamp of colour different than black. It is
necessary to label the document on both
sides.

In the header or footer of a
document, for printed documents a
stamp. For communication outside
the company, the GK department
can, based on the manner and
subject of the communication, also
select a different label (e.g., “Press

release “/ “Presseinformation”).

Access
information

to

While complying with the
“Need to know” principle,
only for selected employees
/ employees of group
companies / employees of
business partners  within
their scope.

Protection against
unauthorized access

While complying with the “Need to know”
principle, only for a limited group of authorized
employees of the SKODA and authorized
suppliers within the scope of the activity and
the scope of application (e.g., by closed user
groups). Appropriate storage media shall be
used.

While complying with the “Need to know”
principle, only for an extremely limited
group (eg., list by name) of authorized
employees of the SKODA and authorized
suppliers within the scope of the activity
and the scope of application (e.g., by closed
user groups).

Valid SKODA Confidentiality Obligation or Non-disclosure Agreement concluded with

SKODA.

Employees of suppliers must, when visiting the premises where there are prototypes and

confidential types of vehicles, sign a “Obligation of secrecy” document. The document

Without restrictions
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Neverejné/ Non-public

Interni/ Internal

Davérné/ Confidential Tajné/ Secret

(signed original copy) is kept by SKODA. Upon request, a copy of the document can be issued
to the person.

Reproduction,
distribution,
transport,

shipping

and

Handing over information
owned by the company to
external entities (e.g., to
external persons in common
projects) is admissible only
while complying with the
“Need to Know” principle.

The person distributing the
information is responsible for
appropriate distribution
channels to protect the
information and data from
unauthorized access and/or
eavesdropping (e.g.,
encryption).

using

Handing over information owned by the|Handing over information owned by the
company to external entities (e.g., to external | company to external entities (eg. to
persons in common projects) is admissible only | external persons in common projects) is
while complying with the “Need to Know”|admissible only in terms of agreed-upon
principle. assignment and with written agreement of

. ) the data owner in SKODA.
When using external mail, the documents must

be in a closed outer neutral envelope labelled
“davérné”/ “confidential” and sent as insured
letter (or insured package) for addressee only
with an acknowledgement of receipt or by
means of courier.

All data must be encrypted.

Depending on the application, further technical or organizational protective measures must
be used (e.g., prohibition of forwarding and printing, watermarks). Suitable media must be
used for communication that prevent eavesdropping (e.g., encrypted video conferences).

Verejné/ Public

Skoda Auto a.s. | www.skoda-auto.com | ti. Vaclava Klementa 869,

ICO: 001770441, Méstsky soud v Praze B 332

Mlada Boleslav Il, 293 01 Mlada Boleslav, Czech Republic
6/15



http://www.skoda-auto.com/

SKODA

Neverejné/ Non-public

Verejné/ Public

Interni/ Internal Davérné/ Confidential Tajné/ Secret
Printing Only for internal needs of employees and employees of group companies, or to the extent necessary to business partners
within their scopes (it is forbidden to make copies of documents containing internal information other than as part of their
occupation).
Printout only under the supervision of the printing person.
Storage Protection against unauthorized access.
Information shall never be stored on Internet repositories (e.g., Uloz.to, Google Drive).
Disposal Documents containing SKODA information must be disposed of in a way that prevents their reading or other options of
decoding the information contained (e.g., shredder, using internal paper documents’ containers or data storage devices).
Information Immediately report and inform SKODA AUTO as. of any circumstances that could compromise the confidentiality of
security classified information such as security breach and/or leakage of data, loss of documents and/or data, interaction with
incident journalists or photographers, etc. Such information must be sent to an email address security@skoda-auto.cz.

Without restrictions

Skoda Auto a.s. | www.skoda-auto.com | t. Vaclava Klementa 869, Mlada Boleslav II, 293 01 Mlad4 Boleslav, Czech Republic
ICO: 00177041, Méstsky soud v Praze B 332 7/15



http://www.skoda-auto.com/
mailto:security:@skoda-auto.cz

SKODA

Additional requirements for suppliers working in the SKODA infrastructure

Requirements

Regulations of SKODA regarding the bringing of IT equipment not belonging to SKODA to the SKODA
premises or in security areas must be complied with.

IT equipment provided by SKODA must be treated properly and protected against loss or unauthorized
alteration.

The manufacturer's regulations for the protection of IT equipment must be complied with.

The IT equipment provided by SKODA may only be taken from the factory premises of the SKODA after
approval has been granted.

The provision or installation of hardware and software may only be carried out or initiated by SKODA
department responsible for them.

Regarding the use of the hardware and software provided by SKODA, the regulations of SKODA apply.
Only the use of hardware, software and storage media provided by SKODA is permitted. Exceptions can
be discussed on a case-by-case basis with the responsible SKODA contact person. Exceptions for the
purpose of accessing the corporate network, remote access or for mobile working are described in
Chapter 2.5.

Opening the IT equipment provided by SKODA and making changes to the hardware (e.g.,
installing/removing components) and changing security settings (e.g., in the web browser) is only
permitted to the responsible SKODA authorities. The removal of usage restrictions (e.g., "jailbreaking"
or "operating system rooting") is not permitted.

The use or subsequent modification of programs of SKODA is only permitted if this has been approved
by the responsible SKODA contact person.

No data of other customers who do not belong to the SKODA may be processed on the IT equipment
provided by SKODA.

Each supplier is responsible for ensuring that information, programs, and IT equipment are only properly
used and used within the scope of the respective task.

The sending of non-official information is not permitted.

The use of private software and data on the IT equipment provided by SKODA is not permitted.

The use of IT equipment or data of SKODA by employees of the service provider requires the express
consent of SKODA. SKODA is authorized to prohibit access or use at any time (e.g., in the event of
misuse).

Hardware that is no longer required (e.g., laptop, smart cards, SecurlD tokens, USB sticks, USB disks)
and software must be returned to SKODA immediately, but at the latest at the end of the contract.
Repairs of IT equipment provided by SKODA may only be caused by SKODA.

The loss of hardware provided by SKODA must be reported immediately by the corresponding user to
the responsible SKODA contact person.

The storage of non-publicly classified company-owned data is only permitted on approved storage
media (e.g., shared file or cloud storage services).
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The collection, processing, or use of personal data (e.g.,, name, telephone number, e-mail address, date
of birth) is only permitted if

o thereisa consent of the data subject (individual) or

o thereisalegal basis for this.
Personal data stored by SKODA may only be processed and used in the context of official activities. A
transfer of this data to unauthorized suppliers is not permitted.
IT devices and data carriers on which personal, confidential, or secret data is stored may only leave
SKODA properties in encrypted form.

Handling of user accounts
The following requirements when dealing with user accounts and passwords must be followed by all users;

The use of another person's user account is not permitted.

User accounts or access authorizations that are no longer required must be reported immediately to the
responsible SKODA contact persons so that they can be deleted or blocked.

The transfer of means of authentication (e.g., smart cards, authenticator apps and tokens) is not
permitted.

Authentication means that are no longer required must be returned immediately to the responsible
SKODA contact person.

Passwords and PINs of a user account intended for personal use may not be shared or shared.

As soon as there is a suspicion of compromise or disclosure of a password or PIN, this or more must be
changed immediately.

Passwords or PINs are classified at least confidentially.

To set a password or PIN, the following requirements must be met:

A separate password must be used in each IT system that uses its own password.

In particular, it is not permitted to use a password used for business purposes for private purposes.
Trivial passwords (e.g., "Test12345678") or passwords with a personal reference (e.g., name, date of
birth) are not permitted.
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Handling with classified information

SKODA

Neverejné/ Non-public

Interni/ Internal

Duvérné/ Confidential

Tajné/ Secret

Reproduction,
distribution,
transport,

shipping

and

The person who shares the
information is responsible for
taking the proper measures in
order to ensure safe transfer
(e.g. using the eBox application).

The person who shares the information is responsible for
taking the proper measures in order to ensure safe transfer
(e.g., using the eBox application).

When using internal mail, the documentation must be in an
“INTERNAL MAIL” closed envelope labelled “confidential”/
“confidential”. When using external mail, the documents must
be in a closed outer neutral envelope labelled “davérné”/
“confidential” and sent as insured letter (or insured package)
for addressee only with an acknowledgement of receipt or by
means of courier.

Secret information in electronic form can be handed over only
in encrypted form (e.g., encrypted email using PKI electronic
signature, encrypted data communication). The person sharing
the data is responsible for taking the proper measures in order
to ensure safe transfer (e.g., using eBox application, using team
webs).

Secret documents in paper form must be carried either
personally or by a courier in a closed single envelope labelled
“tajné”/ “secret” and the hand-over/ take-over of the
documents must be carried out in line with a handover protocol
“Protocol on handing over secret documents”.

Printing

Print out only under the supervisi

on of the printing person (e.g., printing in a security zone or using application for secure printing — “Print2Me”).

Storage

Cloud - Internal information can
only be processed in SKODA
approved public clouds.

form.

Cloud - Confidential information can only be processed in SKODA approved public clouds and stored exclusively in encrypted

Documents need to be stored in a properly locked office
furniture or in rooms designated for that (e.g.,, Company’s
archive, Central registry).

Secret documents in paper form or on portable electronic
media need to be stored in rooms designated for that
(Company’s archive, Central registry) or in safes intended for
this purpose (as per €SN 91 6012). The OU Manager, or an
employee responsible for their contents and locking provably
appointed by them, holds the relevant keys from the safe and is
subsequently responsible for unlocking it. Keys from the safe




SKODA

Neverejné/ Non-public

Interni/ Internal

Davérné/ Confidential Tajné/ Secret

must not be stored at a site with lesser security class (as per
CSN 91 6012) than that of the safe in question.

Loss of a key must be reported immediately to SO dispatching.

Secret information in electronic form shall be stored exclusively
in encrypted form and on data storage devices designated for

it.
Disposal Disposal of data media is governed by MP.1.807 Disposing of data media.
SKODA Shredding committee has the right to view documents proposed for shredding classified as confidential or secret in
order to assign a shredding mark or shredding deadline. They can do so only when the information owner is present or gives a
written approval to them.
Information In case of theft/ loss/ leakage of information, the Supplier must notify SKODA without delay, as well as Service Desk which is
security available 24/7 (24 hours/ 7 days a week), tel.: +420 326 8 17777.

incident




SKODA

Use of network services
Network-capable devices provided by SKODA may only be connected to networks outside the company (e.g.,

hot spot, private WLAN, mobile radio) if this procedure has been explicitly approved by SKODA for the respective
device.

The connection of network-capable devices to SKODA network is only permitted if this procedure has been
explicitly approved for the respective device by SKODA.

Additional requirements for mobile work
The user is responsible for ensuring that the affected regulations on data and information security as well as data

protection during mobile work are fully complied with. Working documents, data and information must not be
visible and accessible to suppliers in public places or in private rooms.

The connection of hardware (e.g., mouse, keyboard, USB sticks) to the hardware provided by SKODA is only
permitted if it has been provided by SKODA.

Image output devices (e.g., monitors, projectors) that have not been provided by SKODA can be used if the
connection is wired and no radio transmission is used.

Headsets and hands-free systems not provided by SKODA may only be connected via the
headphone/microphone input, but not via USB.

IT equipment provided by SKODA must be physically protected against theft and misuse:

e Ifan|IT device is left unattended in a motor vehicle, this must be done in such a way that it is not visible
from the outside.

e Onair and rail travel, IT equipment must be transported in hand luggage.

e Ifan IT device is unattended for a long time, it must be turned off.



Handling of personal data

SKODA

Additional requirements for suppliers that have access to SKODA
information outside the SKODA infrastructure

Processing of personal data controlled or processed by SKODA is possible only when there is a valid DPA

concluded with SKODA in place.

Handling of classified information

To access and process SKODA information classified as Confidential or Secret the valid TISAX certification with
an appropriate Label/s (see the table below) based on the classification of the processed information is

mandatory.

TISAX LABELS

Classification of

information according to

Scope of
protection

LABEL - TISAX labels always apply to the TISAX label
supplier's specific location abbreviation
1 Information with high protection needs Info high
2 Information with very high protection needs Info very high
3 Protection of prototype parts and components Proto parts
4 Protection of prototype vehicles Proto vehicles
5 Handling of test vehicles Test vehicles
6 Protection of prototypes during events and film or Proto events
photo shoots
7 Data protection Data

According to Article 28 (“Processor”) of the European
General Data Protection Regulation (GDPR)

8 Data protection with special categories of personal Special data
data
According to Article 28 (“Processor”) with special
categories of personal data as specified in Article 9 of
the European General Data Protection Regulation
(GDPR)

SKODA AUTO

confidential
secret

confidential

secret

secret

secret

sharing personal data consult
with DPO (GO)

sharing special categories of
personal data consult with DPO
(GO)

Information Security /
Focused on IT systems
and organizations

Prototype protection /
Physical security and
related measures

Data protection
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Il Responsibilities
Violations of the guideline will be examined individually in accordance with valid legal and contractual provisions
and sanctioned accordingly.

Deviations from the guideline that impair the level of safety are only permitted for a limited period of time and
after a consultation with a contact person of SKODA.



SKODA

A General

Al Validity

This Information Security document shall enter into force at the time of publication. Updated content of this
scheme shall be implemented within a transitional period of six months.

Next review date: January 2026

A.2 Document history

Version | Name Department | Date Comment

1.0 FIG FIG 2022 Initial Version

11 FIG FIG 2025 New corporate identity




