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GUIDELINE
e

INFORMATION SECURITY GUIDELINES FOR EXTERNAL
COMPANIES

ShER o FIfE B R S HEN
PURPOSE
H

These Information Security Guidelines comprise the information security
regulations that suppliers must observe when using information and/or IT
devices (e.g. personal computers, workstations and mobile devices) of the
ordering party.

TG A S 2 A R U0, 355 4 S o A T VT I 7 A5 8 BB 1T e (s Rk
TAEwRE KB B I AE S S B2 e .

Suppliers are defined as any third party companies that are providing services
to the Volkswagen Group based on a contractual relationship. Subsidiary
companies, Brands of the Volkswagen Group and companies that are majority
owned by the Volkswagen Group are excluded from this definition. These
guidelines are aimed at the suppliers’ management, employees and relevant
sub-contractors. This group is hereinafter referred to as the "contractor".

LN P R AR AR YE & TR 8 &R 10 R ARV IR IR S AR SR =07 Al . RAAE
R Tw] S AR AR 56 B 2 BUBRAU & R ANE IR — & CTE A .
KLEYENN B X PN P B . 52 T AR o ARSI LA KBRS

The Information Security Guidelines protect the confidentiality, integrity and
availability of information and the rights and interests of the ordering party and

all natural persons and legal entities that maintain a business relationship with
the ordering party and/or perform work for it.

BB AR S S PR S . SE AT RIPE, R ORI 7 A ST W T IR
il 25 % A A HE TAR KA A AR AANE N SR 3 -

DOCUMENT STRUCTURE AND TARGET AUDIENCE

SRS RS2 AR

The document contains three chapters. The following table lists the document
structure and the target audience for each chapter.

A E =5, TRINM T XM RN HARSZ AR
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Chapter | Chapter Chapter
B B B
1 All Suppliers The requirements of this chapter must be
L . observed by all suppliers. Additional
T PR requirement are contained in chapters two and

three, depending on the type of access to the
Group network or systems

IRER VAR (0P b L S S AIOE - N S
=B AR, BARHGR T SR 2%
BRG] S

2 Suppliers that have access | Additionally, the requirements contained in
to the Group network or chapter 1 must be observed
systems e e g .
y SeAh, MRS 1 B ER
AR 7] 5 M 2% B R G
LR
3 Suppliers that do not have | Additionally, the requirements contained in
access to the Group chapter 1 must be observed

network or systems

A7 4 T 4 58 R 1
i
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1
BASIC REQUIREMENTS

FEHAZR

The following requirements must be observed by all suppliers within the scope
of this document.

AR SCAAYE T BT A R R A0 8 S DL R R

Requirements for the ordering party are not within the scope of this document.
XTI T7 I EESRAEAR A BV N

1.1 ORGANIZATIONAL REQUIREMENTS

1.1 HRER

Regulations of the respective Group Company on bringing IT devices that do
not belong to the ordering party on the companies’ premises or secure areas
must be observed.

WA AR 8 B R TR AN E T AT T B 1T B8 N A 5] 3 BT B 22 4 DX R
7E o
Usage of software or data belonging to the ordering party on IT systems or

storage devices that are not provided or approved by either the ordering party
or the supplier is not permitted.

AN FOVFAEAE VT ) J7 B S R 4 (B HE ) 1T R G mlifr i e s B A g 11T e 7 1)
At B -
Usage of software and data belonging to a Volkswagen Group Company on file-

services or internet cloud-services that are not approved by the ordering party is
not permitted.

AN FCVFAE ARG AT T 7 HEAE 1) SO IR 55 BRI 2= IR 25 AR & T KAVA R A
A F A AR

The distribution of data to third parties is only permitted with written approval by
the data owner of the ordering party.

R AR W5 8s & A5tk 4 sevr i o =7 70 R AE .

The regulations of the ordering party for usage, storage and any processing of
personal data must be observed:

IS T KA N SR . A7 R R ML

» The collection, processing or usage of personal details (e.g. name, phone
number, e-mail address, date of birth) is only permissible provided that the
consent of the party involved (individual) has been obtained or there is a
legal basis for it.

» o R AP A NEE gk BIESAS . BoTERAE bR A
W) AERAEARTT (DD B F B VAR .

» The handling and usage of personal data stored at Audi FAW NEV is only
allowed to act within the scope of ones duties. An transmission of these
data is not allowed to unauthorized third person (e. g. customers, external
employees, employees).

INTERNAL
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» BRIl —VOHT BRI IR A PR F) BT A A A N B 1 A RS FANBR T BR B3 e
BN ARFRARSENIE =T (WEFH . AMEANR. BT LX)
.

» In principle, communication devices and data media, on which personal,

confidential or secret data of the ordering party are stored, may only leave
the Audi FAW NEV site in an encrypted form.

» BRI E, AEET IS N DR mOR R I 1S ek AR AR
FERSIT B — OB BEIRI 4 PR =] I A AT I

Employees of the contractor must be obligated by their company management
to non-disclosure in accordance with the non-disclosure agreement between
the contractor and the ordering party. The ordering party may inspect these
agreements at any time.

R T Y 53 06 20 e G 2 ) B AR R B T R LT T 7 22 ) PR I SR E PR
X5 . AT AT I A ) X L i

If data of the ordering party is stored on mobile systems or IT devices it must be
encrypted using current state of technology hardware or software. Additional

requirements for encryption and authentication can be found on the Group
Suppliers Portal1.

WRAT T (I BAR A AE R B RAE T e b, Wb 2548 e B AR KT R A
SRS FEAT N . A I AN By BAIE Y FAR R AT AR SR [ B R T 1 B
ERELIE

Before travel abroad, the country specific regulations for use of security
technologies (e.g., encryption) must be observed.

Y ERAT AT, AR ST € I XM IXA R 2 Bk (Bl e .

After end of the contract, data of the ordering party must be handed over and
deleted on the devices and storage media of the supplier. Legal requirements
(e.g. retention periods) must be observed.

GG, DR AT T S I LN R V& A A B . a2
HASTFERER CIfREED .

1.2 HUMAN RESOURCES SECURITY

1.2 A\RFERE

A user ID that is no longer needed or access authorization that is no longer
needed for access to data of the ordering party must be reported promptly to

the ordering party and responsible units (e.g. responsible user administrator of
the ordering party), so that the corresponding Blocking/Deletion can occur.

XTI IS 0%, TR SR P 1D ST 7 B ) B8 1 B i
AT I R F AL COIUTITIT URSEF P RS o BT AR 77/
S

Identification media that is no longer needed (e.g., Smartcards, SecurlD cards)
must be returned immediately to the ordering party.

AN Z I S SR (A Ee R SecurlD KD L ZNLEIHIA LTI T o
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Allocated devices (e.g. laptops), data and storage media must be returned to
the ordering party when they are no longer needed or at the end of the
assignment.

mmu%<W%ﬁA%M>\ﬁ%ﬁﬁ%ﬁ%ﬁﬁﬁ%%ﬁ&%%ﬁﬁ%ﬁm
LG TT o
The loss of IT devices or media for authentication must be immediately reported

to the responsible unit of the ordering party: Audi FAW NEV, IT User Helpdesk,
ituhd@audi-faw-nev.com.cn

IR ER THT S RAE iy 1T W& sliiis, Bk & 25 1T J7 1) DA 50
B —V R REVRIR A PR A | 1T P R%58 it.uhd@audi-faw-nev.com.cn
1.3 PHYSICAL AND ENVIRONMENTAL SECURITY

1.3 YA TE R 2

IT devices that store or process data of the ordering party must be used in a
way that prevents unauthorized persons to view or access this data. Special
care must be taken when using mobile devices.

AFA AL LT T 77 B0 1) 1T Bk 4 FH 7 R 25 B LR AR 52 A B )
S SN i YT

Confidential and secret documents must not be left unattended to prevent
unauthorized viewing.

REME AT ENEE, UBIERERBAN R ESE .

1.4 ASSET MANAGEMENT
1.4 B=EH

1.4.1 Classification guidelines

141 73RAEN

Classification includes the three security objectives confidentiality, integrity and
availability and must be carried out for all information and IT Systems
processing information.

DRARENE. R A=A e b, AU A E B AL EE BT
RGHAT R,

The supplier must request the confidentiality, integrity and availability
classification from the ordering party (for the scope of the services or work
provided).

N 00 B SR AT M 5 S bR Pk L Se AT PR 2028 (AT XS P it ik 55 B T
TERERD .

Information (security objective confidentiality) must be protected from
unauthorized access throughout its entire life cycle in accordance with
measures required by its confidentiality classification. Confidentiality
classification may include an expiration date.

BE (REMEZ A HAR) DR 70 4 It 6 20 e 0 A5 HREA A iy A S0 AT Bl LB R
SRBAIVTA . R VE 2T DL S 2 H .
For processing data the classification for integrity and availability must be

examined and determined by the respective process owner, if necessary. This
classification must be evaluated regularly and adapted if necessary.
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R A HEE, 0 BN 2B A L R U BT A A AN E e SR AN T A A )
Ho WLIIE WIVEAS 3 2 I FAE 06 BN BEAT R

Correctness of the classification must be confirmed by the Information Owner.
73 2R B IE L DA 0 A5 ST A A

1.4.1.1 Confidentiality

1.4.1.1 R

Information that is not intended for general publication must be made
accessible only to those who are authorized to access it (Need to Know
Principle).

JE—FNEAF B AU HEIRAF AN V7 1] (2 75 0 3% S5 )
Requirements for information creators and information owners:
15 B A E S BT A # 12K

» Newly created information and data must be labeled by the creator. The
information creator is the person or group of people creating an information
or document. The creator must classify/label the document or information in
accordance to the classification level determined by the information owner.

» CHTAIE S B 2 B ARl . h_@Lém@Lh%&I#MI
NEREA . G b AR YE A5 ST 2 1 7€ B 70 RGN SO 85 B AT
KR,

» The information owner is responsible for the classification. The information
owner is the person or group of people who have been identified by
management as having responsibility for the maintenance of the

confidentiality of that information. The information owner may change during
the lifecycle of the information.

» BEEEENTINR. FEEIAEREE R C A TR 205 B R
PERIAS BRI, S S mEYT, FEEE TR KLk,

» The creator must request the correct classification from the information
owner.

» S BN D INERAE BT F AT BRI 2K
» Confidentiality classification must be defined for all IT systems.
»  AUEETA T R40E SO REET .

» If the classification is currently unclear, for example, because the document
/ IT system was just newly created, the classification “Confidential” must be

used.
> WA KRG, B, ESCPENT RGRIRIHAERT, 0 A P
P2k,

» The Information owner must check the confidentiality classification for
internal / confidential / secret information (at the latest during next revision
or update) if the classification is still correct and label the information
accordingly.

»  PRIEWRY, (5B TH B LIS E N RS EE B REE R (HIBE
T KIETEERND , JFAERN AR ICE R .
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Requirements for the recipient:

»

»

»

»

5 BICE 1K
Unlabeled information and data is defined as internal.
WA AR A ie 5 B AN B & SO S B

The information owner must be contacted if there are any doubts about the
correctness of the classification.

WS 2R IEME A TSR, WA EENEE.

The following classification levels for information with regard to requirements for
confidentiality are defined:

FUS DR R G0 7 SR E SR AR i

Classification | Definition

ZIES X

Public Information that is not subject to any restrictions and, e.g., can be
AT published by the company in newspapers or in the internet.
A

ASSART PRI EE S, 02 =) AT AR AR AR LI R _E R AT 45

The public use of company information requires the approval of the
responsible unit: Audi FAW NEV, IT User Helpdesk, it.uhd@audi-
faw-nev.com.cn.

NI A S BENE R A s — "R A E G R A
=) TH P ik 4-5Bit. uhd@audi-faw-nev.com.cn.

Examples: press releases, product catalog for customers

filan, FriEks. &7 E R

Internal Unauthorized knowledge, sharing or usage of this Information only

has minor influence on reaching product or project targets.

S Therefore, this information can be made accessible to an eligible

group of persons.

*é‘t;iiwn*\ JL:‘JZiﬂiFHtﬁbi‘: ORI 3 7 i B H BR R RE e AR

Ao Bk, XEEE R ut;ziﬁfﬁi“?émiﬁta’]}\ﬁ#

Loss of confidentialitymay have consequences, albeit of a minor

nature; for example:

REMREME R R RME R filn:

» claims for damages by individual persons or organizations are
unlikely

» DM ANEAL RS R E R

Examples: business communication data (e.g. phone number, mail-
address), occupational safety specifications, work regulations

filan, A EEE (RIS HEAE D L B 22 R
o, TAEMDE

Confidential Information whose knowledge or disclosure to unauthorized persons
. could jeopardize the achieving of product and project objectives and
R must therefore only be made accessible to a limited group of
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authorized persons.

IEARGHBIN RIRANE B B H i Fa (5 B s e S d A H H
PREGSEIL, PRI R B A BR A SR B AR 3R L5 R

Consequences in the event of loss of confidentiality are probable
and measurable, e.g.:

RERE I RESE R AT AT B E IR, FIan:

» loss of customers

»  BFRK

»  downturn in sales figures/turnover

»  BHERIECELAT N

»  claims for damages by individual persons or organizations
» D NBUHLUE B R

Examples: personal data, that are above business communication
data (e.g. salary) budget plans, revision reports

Biltn, G 55 B RV A N s (Bl e | SR

BTG
Secret Information whose knowledge or disclosure to unauthorized persons
B could seriously jeopardize the achieving of company objectives and
e must therefore be subject to a highly restrictive distribution list and

strict controls.

IEAREIBN G FE 2 B A 3= 5 B T Re = /™ Hfe & 2 = H s
OSEIL, DLk A 2R ST ™A% IR ] AT A B SRR 77 4 i i o

Violation of confidentiality has considerable effects on the image/the
appearance of the company and/or economic consequences, e.g.:

AR R T R 20O (R R B RN B B 3 R 24 R K B,
/i

»  considerable loss of customers

»  RER K

»  sharp declines in sales figures/turnover

»  CEEEARE AN T R

»  claims for damages by numerous persons or organizations
» VAN N SR T R

»  exclusion from certain markets

» -LETT IR

»  negative effects on public standing

»  MIAIANIES

Examples: special types of personal data (e.g. health information),
cycle plans, plans about the company’s strategy, design picture of
prototypes

Bl BRI AR CBIIOBERER B o TR, 4 AR i
il SRR A

1.4.1.2Integrity

INTERNAL
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Error-free information processing and protection against unauthorized changes
must be ensured.

2B DR AT S AL PTG R I B 1R R 2R BE KL

The following classification levels for information with regard to requirements for
integrity are defined:

15 B S BAE GO 7 SR ESR AT ik -

Classification

2R

Definition

R X

Low

fi&

A violation of integrity has no foreseeable effects on the business
activity or on the image/appearance of the company.

R 2 SE AN 20l 553 Bl B A W) T 7 AR AT TR R

Medium

H

A violation of integrity has only a minor impact on business activity
and/or the image/appearance of the company.

R F SEREME S XL B i RN B A F T G AR 3R e il
Consequences are possible, but minor in nature; for example:
A RE I RIS SR il

»  Minor delays in work processes

» AR R OE %=

» Errorsffaults do not affect work results (no production
downtimes)

»  ANEZIA AR SE SR B R AR P24 LR )
» Decisions are not negatively affected
» PRS2 B S R

»  Claims for damages by individual persons or organizations are
unlikely

» N NEHGATREA 2B H 0 R

Examples: location plans, organization charts, and individual internal
phone numbers

flhn, ArEE. ARG NA RS

High

A violation of integrity has perceivable effects on the business
activity and/or on the image/appearance of the company.

R E RN SR S TE BN AN B A T 5 A B R
Consequences are probable and measurable, e.g.:

A RE I AT TR N S A, a0

» loss of customers probable

»  ATBEIZ SRR

» downturn in sales figures/turnover probable

10
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»  ATRERE B E LA T
»  definite delay in work sequences
»  LAEGUFE A I BH L AEiR

» faults/malfunctions have a perceptible effects on work results
(high production downtimes) and/or a few service processes fail

» OO TARZE S W R R AR LI TR ) A —
LR S5 AR B R

» decisions are negatively affected/incorrect decisions are
probable

» PRI B GRS/ AT REM AN IE R ) TR S

» claims for damages by individual persons or organizations are
probable

» AT RESR 9T R I

Examples: JIT orders, press releases, contents of the Internet
presence, data for production control

Bl JITIT B BT A POmb A AR Eo

Very high A violation of integrity has considerable effects on the business
. activity and/or on the image/appearance of the company with
e corresponding consequences, €.g.,

K% e RN R S IE BN B R BRI R AR 2 R e, G AR
R AR,

» considerable loss of customers
»  KRERE

» claims for damages by numerous individual persons or
organizations

»  VFEA NERAZE 0 H R IG

»  sharp declines in sales figures/turnover
»  BHERIEE AT R R

»  exclusion from certain markets

» T HEF

» considerable delays in work sequences
»  TAEGURE A ) E AR

» faults/malfunctions have severe effects on work results and/or
several service processes fail (very high production downtimes)

» OO AR 2 B ™ B S ) B AL B IR S AR AR (R
R /IR AETE | 258 S

»  decisions are seriously negatively affected/incorrect decisions
» YU B EE A S AN IR R R

Examples: financial reporting (e.g., annual financial statement),
patents, cryptographic keys, payroll

flan, Wik (ISR S5 IREE) o LAl B, LRk

INTERNAL
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1.4.1.3 Availability
1.41.3 0 itk

Information must be made available within an agreed time frame.
WM ZBAE 20 7€ F I 8] i Rl A B A5

The following classification levels for information with regard to requirements for
availability are defined:

{5 LT AL G314 K R it

Classification | Definition

DR %E X

Low The availability of the IT system can be less than 95 percent
regarding failure or unacceptable response time without resulting in

& significant damage (financial or to the image of the company).

X TR R BN AT 52 (e B2 R], 1T R 40000 v PR AT DMK T-95%, {H
ASIERE R E (WS AFTELR) .

Example: Intranet application containing general information for
employees

flan: A8 T — AR 2 IR R BT AR P

Medium The availability of the IT system must be at least 95 percent
regarding failure or unacceptable response time. Lower availability

i will lead to significant damage (financial or to the image of the
company).

Xof T R BN P42 SZ 1R SIS (), 1T R G ) B PR 2 2 2 995 % .
BARKI T MRS REEAIE MFHAFTEL) .

Example: Applicant portal
Bl HEITR

High The availability of the IT system must be at least 98 percent

. regarding failure or unacceptable response time. Lower availability

= will lead to significant damage (financial or to the image of the
company).

o T iR BN P4 52 R SIS TR, T 2R e o] v 2 52 /02598 %
BACHI A M REERHE MHFHAFTEL) .

Examples: Payroll, bookkeeping

Gln: T#Fk. @i

Very high The availability of the IT system must be at least 98 percent

. regarding failure or unacceptable response time. Lower availability

i will lead to significant damage (financial or to the image of the
company).

Xof T R BN P42 SZ 1R SIS (), 1T R ER 19 ) B P 2 2 2 998 % .
BARKI P MRS REEAHE MHFHAFTEL) .

Example: IT system, whose failure will result in an immediate
production halt.

flan: ITHRSE, Hbmk S EOm A,

INTERNAL

B
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Significant damage is, for example:

EDN IR

»  Loss of customers

EIRAN S

» Claims for damages by numerous individual persons or
organizations or associations

AN AR B0 HE R

»  Sharp declines in sales figures/turnover

B EHERE AR R

»  Exclusion from certain markets

— T

»  Faults/malfunctions have severe effects on work results and/or
several service processes fail (very high production downtimes)

Xof AR G5 SR A P B S R ) R B A OB IR ST R AR A R (AR
GILRIEIE = 8 S}

1.4.2 Information labeling and handling
1.4.2 ERAFEELE

Information must only be made accessible to the authorized group of persons.
This is only permissible in the scope of the tasks agreed on and with
compliance to existing regulations. The "Need to know" principle must be
applied.

AN AR B AT [R5 B A AE R € BT 5570 Y s A FILE O 1% 100
A VP R TR A R

Information must be protected against access by unauthorized persons
according to its current confidentiality classification during the entire life cycle.
The following regulations apply:

AR YE AT R B BRI E ., A8 A A am JE N BT b R & 3B Vi
. PATNHLE R -

Classification | Definition

R & X
Public »  Labeling: none / optional (e.g. in imprint)
ATF Frid: Jo/mliE (Bl te Eppl D

» The corporate design guidelines regarding the position of the
classification label must be observed

AT ST T3 BRI oy ) W HE N
»  Duplication and distribution: no restrictions
Sl A: TR

»  Storage: no restrictions

INTERNAL

B
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A7ft: JoBR
»  Deletion: no restrictions
TR TERR
»  Disposal: no restrictions
RhE: JERR
Internal » Labeling: Confidentiality level in national language/none or
i Internal on the first page of the document.
A
» ARG FESCAFRISE — 0T AR 5 Fmid R VR RO I B Y
»  The corporate design guidelines regarding the position of the label
must be observed
» AU T ARAEAL B A w] i
»  Duplication and distribution: only to authorized group employees
and authorized third parties within the task or application area
» o SHIRI A AR AT 55 BN FH 0TS AR Y ) P SRR B B 4] D3 AN S
PR =T7
»  Storage: protection against unauthorized access
» A7t BT IR EAZAL UG 1)
»  Deletion: data that are no longer needed must be deleted.
» o R AT S E 6 2T B
» Disposal: proper disposal: Personal related, confidential and
secret paper documents must be disposed of in secure way (e. g.
document containers). Data carriers that are no longer needed
must be deleted reliably by overwriting or be physically destroyed.
» o AbE. ZRRALE. 5 NAHICH . DR AL S R AR 5T SO A b 2 A
AW E (B SCRR AR o AT T B 2 4 06 2 LA AT
FER 77 2 78 5 s PR SRR B
Confidential » Labeling: Confidentiality level in national language/confidential"
indicated on each page of the document in electronic and printed
R form

»  bRiC:  EHLTICPRAT BRI SO R T AR A bR R R

AR

»  The corporate design guidelines regarding the position of the label
must be observed.

RS K TR BT 1 A B

»  Duplication and distribution: Only to a limited range of authorized
group employees and authorized third parties within the task and
application area. The person distributing the information is
responsible for using suitable distribution routes, in order to
protect the information and data from unauthorized access and/or
unauthorized overhearing (e.g., encryption).

»  BHIAIN R AAEAE S5 BN AR Vi B P9 A R R PR A £E 14
TR R =7 A5 B0 RN A SHEM S E 0 K igfz, B
DRI A ECHR S T8 R 23 A U5 19 A1/ BAR e 5 BLK BF BL. (9 4
M

»  Storage: only accessible to a limited range of authorized group
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employees and authorized third parties within the task and
application area (e.g., by closed user groups). Suitable storage
locations and/or storage media must be used.

» APt AAEAT S5 BN AU Y R P9 A BR 13RI AL 4R 4] 53 T RTER
BRI =J7 (Bl P# o« SR & A7 B/
AT B

»  Confidential documents must be stored in locked steel furniture or

in rooms that are locked when they are not in use and which can
only be opened by a restricted group of people.

» DRSSO b AU _ BB AN K R, B AR AN AT I B4
g, A A BRI BT T

»  Deletion: data that are no longer needed must be deleted.

» o MWBR: AN PR S A 0 AU B .

» Disposal: proper disposal: Personal related, confidential and
secret paper documents must be disposed of in secure way (e. g.
document containers). Data carriers that are no longer needed
must be deleted reliably by overwriting or be physically destroyed.

»  MEE: ZEBALE: S NI TR IR ARAR R AR5 S A6 2T A
TN AL E (BSOS o AN R B AR 2 A AT
FER 77 2 78 5 s R SR N B

»  Authentication: Strong Authentication

For internal, confidential or secret data of the ordering party the

following authentication methods are permitted:

»  BIUE: SR G IGIE

XTI T R DR R as Bt oV FH DL Sy 30 e 7

INTERNAL
B

Authentication
class

S HRAEESR

Authentication
class

S B BAEESR

Authentication class

S HRAEESR

Strong
authentication

55 5 13 B IE

Secret or
Confidential

PAE B R

2 of 3 (knowledge,
possession, quality criteria),
e.g.

=i k. e, B
FRiE) .

Authentication via
VOLKSWAGEN PKI Card
with PIN without a time
component or biometric
component

KAV PKIFR BT &4y
I9F, APINS, Joit(a) 4.
B AE AR ) 2 A
One-Time-Password Token
(e.g. SecurlD card) with
PIN-Pad

— NSRS (dnSecurlD
), AL

One-Time-Password Token
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(e.g. SecurlD card) without
PIN-Pad with PIN-request

IR MEENZAS %S (4nSecurlD
), THIEEE, R

APINAE
Weak Internal 1 of 3 (knowledge,
authentication - possession, quality criteria),
eE e.g.

BEE=gl Eialla
=ik (. A R
RGO IR
One-Time-Password Token
(e.g. SecurlD card) without
PIN-Pad without PIN-
request

RS Y (WiSecurlD
), LEMEEE, ANER
i APINf%
Software certificate
with/without passphrase
AN 05 1 3 AR
central defined User-ID with
password

AT RS R g R PID

»  Transportation: Confidential documents and storage media must
be sent in sealed neutral envelopes; if appropriate “personal” may
be added, meaning that the documents can only be handed to the
named recipient.

» g RS SRR AR AT B I b UE B RGR AR
O, ATRARE NN, R S RESS 4045 R HIUSE N

Secret » Labeling: Confidentiality level in national language/Secret"
s indicated on each page of the document.

»  bRid:  AESCHRRRE— DU AR IR 5 AR DR 1 20 P A

»  The corporate design guidelines regarding the position of the label
must be observed.

» WIS OG T AR AL E I A W TR
» Also, each page must indicate page x of y.
» o BEAh, AHERE— T EARE S x T, Sty 77,

»  Duplication and distribution: Only to an extremely limited range
(e.g., list of names) of authorized group employees and
authorized third parties within the task or application area after
prior approval by the information owner. If technically possible
data has to be encrypted according to the current state of
technology. Comparable security solutions have to be used if this
is not possible. Additional case-related technical or organizational
protective measures must be implemented (e.g., denying
forwarding or printing, watermarks). Suitable communication
media must be used in order to prevent listening in (e.g.,
encrypted video conference).

INTERNAL
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» o BHIAY R LG BT F S, AR 55 0N FH AT
Bl A 23 B R R 35 AR B T 7 L RR SR ) 58 = (i 456 FH 44
B o WERECR BRAT, e AUE H BOH B HER AT N g .
RATAT, AT AN 2 k)7 %8, b ZSiiti HoAh 5 2249141
RIHARBA L RIS (i, FEAF R EFTED . KB o b2
181 A I PR A5 A AR 1R (s AR 2 180

»  Storage: only accessible to an extremely limited range (e.g., list of
names) of authorized group employees and authorized third
parties within the task or application area (e.g., by closed user
groups). If technically possible data must be encrypted according

to the current state of technology. Comparable security solutions
have to be used if this is not possible.

» APt AAEAT S5 BN AU Y R Y F oA R B SRR AR ] L T
M E =T (FlmEER PR (Bl AR o R
AR ETAT, AU B B A H R AT . W RAE AT, U
145 SR 22 A R 7 6

»  Secret documents must be stored in locked steel furniture locked

with different locks to the standard locks. Mobile Storage devices
with secret information must be stored in appropriate data safes.

»  RRE S LA BHE AR AR E BRI R B . R AVEE R
FRIRS B A7-fif BE % W ZUAF TR 1 4 B 58l ORI o

» Deletion: data that is no longer needed must be deleted
» o TIBR: AT AR B A 2 2 B

»  Disposal: proper disposal (see ap

»  MbE: ZEAE:

»  Authentication: Strong Authentication

(I ap

For internal, confidential or secret data of the ordering party the
following authentication methods are permitted:

»  SISIE: SRS ISR

XTI IR DR s a Bt . Fovr 8 B SR B E 7 ik

Authentication
class

S HRAEESR

Authentication
class

S B BAEESR

Authentication class

S HRAEESR

Strong
authentication

SR B A B IE

Secret
Confidential

PbE BER T

or

2 of 3 (knowledge,
possession, quality criteria),
e.g.

=ik A, A, e
k), .

Authentication via
VOLKSWAGEN PKI Card
with PIN without a time
component or biometric
component

LR A PKIR AT S 47
BE, A PINGD, Jom () 2
PEERA R A

One-Time-Password Token
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(e.g. SecurlD card) with
PIN-Pad

-RVEEh %505 (4nSecurlD
), ﬁmf%%ﬂf.m

One-Time-Password Token
(e.g. SecurlD card) without
PIN-Pad with PIN-request

— MBS (WnSecurlD

£), #EMEa, 2R
APINH
Weak Internal 1 of 3  (knowledge,
authentication N possession, quality criteria),
P e. g.

99 56 UE B
—iE (&L WA RE
FrvE) , Bilhn:
One-Time-Password Token

(e.g. SecurlD card) without
PIN-Pad without PIN-

request

—NEFN R (WnSecurlD
KD, oEsa, AZK
i \PINfi%

Software certificate

with/without passphrase
AN B B R A UE 5

central defined User-ID with
password

A S A g SCH D

»  Transportation: Secret documents and storage media must be
placed in a closed neutral outer envelope (no additions such as
“personal”’, “secret”, or similar) with another inner envelope
labelled “secret” inside. In the inner envelope must be the secret
content.

> 3B (RSSO RE B L AU — A BB UM R RS
FRIEAN NS ARSI ZD MR EET A .
B RLAGEHE A

The regulations for handling information (labeling, duplication, distribution,
storage, deletion and disposal) also apply to IT systems (e.g., for databases,
backup media).

BEALE Ghric. Bl 72K Fif. MERALE) BMHEER T IT 248 (4
BRSO B .

1.4.3 Media handling
1.4.3 HiabE

Data media (e.g., CDs, DVD, USB sticks, hard drives) must be secured against
loss, destruction, and mix-ups, as well as against access by unauthorized

INTERNAL

B
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parties.

HAREAR (a0 CD. DVD. U #ANEERD i b Z k. SOANRE, LLADS
1EAREFAL 18] o

Data media that are no longer needed must be sent to secure disposal:
Personal related, confidential and secret paper documents must be disposed of

in secure way (e. g. document containers). Data carriers that are no longer
needed must be deleted reliably by overwriting or be physically destroyed.

AN B IBHR DAL L 2 A 3 E S5O DR AL E AT
Jii S A ngéa/vﬁm% Bl RES) o AR E BRI LT
FE 177 A 7 S B B SR M

1.4.3.1 Exchange of information

1.4.31 5B

During all discussions of confidential or secret information, including telephone
calls and web- or video conferences, it must be ensured that these cannot be
overheard without authorization.

FETHS IR B 5 B, B 4E HL IR AT B 2 1, A AU IR IX LB A5 B A&
FERGSFBUI GO B o

Fax numbers and e-mail addresses must be taken from current communication
directories or requested from the recipient to prevent data from being
transferred incorrectly.

A TL5- 1 R L A A k00 20U H 4 @S H R E s N R B BLRT 1R #dE
iﬂJl[%Ho

For transport of IT devices and data media beyond the plant boundaries of the
ordering party, the regulations and operating agreements of the respective
group company must be observed. In principle, communication devices and
data media, on which personal, confidential or secret data of the Audi FAW
NEV are stored, may only leave the Audi FAW NEV site in an encrypted form.

WLk T B FER B i 21T I 77 T 10 F 2 4h, 268 Sy A R LEE A 2 =] i R
SEMBE D JFENE, A6k Bl — OB R R E A IR AR AN s . R
BRI S HCHE DA 5 a8 AN AR A A B T Bt — T RE IR A PR 2 ] I o 23k
frhne.

As the originator of an e-mail, the author is responsible for the content and

distribution; the receiver for further processing and further distribution of an e-
mail.

TR LT IRAEIR AR, 1350 7 WR O B R > R a3t il sttt —2
AL BRAN ) 2 L5 R

The creation and sending of chain letters is not permissible.
A FOVF BB AIRIEDUE o

1.5 INFORMATION SECURITY INCIDENT MANAGEMENT
15 EEREFHER

Information security events (e.g., vulnerabilities, violations of the Information
security regulation) concerning data or systems of the ordering party must be
reported immediately to the responsible unit Audi FAW NEV, IT User Helpdesk,
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it.uhd@audi-faw-nev.com.cn.

ARV EIE R ARG HE B 2 aF 0 e, ERERZEME) ©BAGLA]
e 45 R AL Bl VU REVRIR E A IR A A 1T P kS # it.uhd@audi-faw-
nev.com.cn.

Suspected vulnerabilities and weak points concerning IT systems of the
ordering party must be reported to the responsible unit Audi FAW NEV, IT User
Helpdesk, it.uhd@audi-faw-nev.com.cn. Testing of vulnerabilities and weak
points (e.g. penetration testing) must only be performed by the responsible unit
Audi FAW NEV, IT User Helpdesk, it.uhd@audi-faw-nev.com.cn.

BIRATIG TS T RS0 0] SEIR IR A 55 e 06 A 2 45 DiAT S Bl — VR Re VA A
AR 1T FPRSE ituhd@audi-faw-nev.com.cn. JiFAIEE Bl (g
FW D) R BEH ST AR AL B — PO R RV E AR A A T P RS A
it.uhd@audi-faw-nev.com.cn 47 .

Any suspected loss of confidential or secret information must be reported to the
responsible unit Audi FAW NEV, IT User Helpdesk, it.uhd@audi-faw-
nev.com.cn. immediately.

A AR S AL 25 O A 5 A 2155 JE 5 o A 20T B AR 45 45 B AT B A7 B3 — V5 T AR RS
EHRAE T RS ES it.uhd@audi-faw-nev.com.cn.

1.6 COMPLIANCE

1.6 &

Compliance Management observing legal and organizational requirements
(including resource management, internal control system, IT continuity
management and protection of information) must be implemented by the
supplier covering all information, hard- and software of the ordering party.

R N7 g 0 S Tl B ST VA R A ZLEOR B S R B (GBI B, AR R
i, T BEEMEEHAGE R , WM IT W EE R A,

The compliance management must include the following aspects.

B RE B EE LU LA T TR .

1.6.1 Early detection of risks

1.6.1 KRB RIRE

A process for early detection of risks and potential threats to IT systems and
data must be in place.

WAZ g ST FHAS I 1T 22 e A IS AN 7 B T AE
Preventive action and measures must be taken to mitigate detected risks.
W B BT AT 211 R it A 2 AP 000 281 g XIS

1.6.2 Intellectual property rights / License Management

1.6.2  HHRFEA VRS

Intellectual property rights (e.g., copyrights for software, documents, and other
image material, rights to drafts, trademarks, patents, and source code licenses)
must be observed.

WA RR AL (B, 8RR SCPF AR B BRI AREL,  HA5 . RidR. &
ARIPEACHSVF AT AR VAR
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Usage of unlicensed software (pirate copies) is not permitted.
ATV AR ZVERT AT CERSO -

License software is subject to legal provisions for copyright protection (e.g., the
reproduction of software, except for backup and archiving purposes, represents
an infringement of copyright). Infringements of these provisions may lead to
penal measures as well as injunctive relief and damage claims.

TERERAY 2 R SE R R AP (g, BR T & e ARG Ah, S 3R S0
BO o 3 ROXEEHIE AT e T BUN F VRS LSS oot A4 R .
Company specific regulations must be observed, Copyright of the of the
People's Republic of China (only binding on companies in China):

WA ZBRE ST 23 ) ) B AR 5 A0 e e N RSN [ A S RROBU RV (0 o [ 22 )
HALHRID -

Who violates the copyright or another after this law protected law illegally, can
be taken up by the violated on removal of the impairment, with repetition danger
on omission and if to the violator’s intention or negligence is a burden also on
damages. At place of the damages the violated can require the delivery of the
profit which the violator has achieved by the violation of the law and bill lapping
about this profit.

AEAT NARSCRRAL B2 AL AR AR AT HABBURIR - 3242 3 AT EAVRIE T BRI BUT
N, B, WURAFAE R B R, 32423 AT BAURIG ki ik g b i 4k
L WERENABTHESELR, WA IRERSmENL . (FABE L,
52 AR H N AT AYRIE R BN SEFEMAR AT 9 3RAG 1R AL S5 Ik S SR 1) £ 3 40
M H

Who reproduces a work or a treatment or transformation of a work in others
than the legally admitted cases without consent of the legitimate, spreads or
returns publicly, it is punished with term imprisonment up to three years or with
fine. The attempt is liable to penalty.

FEAREEAAERE LR, ARG NSO B 6] AL 8B 2 TT 37 it F o/ il el 2
UG HIESL T, A il =5 DU A BIBE R R, B A4, g K
BN LA

License software must only be used for the agreed purpose and exclusively in

compliance with existing provisions and the license agreements entered into
with the manufacturer.

IER A RBEH T2 M B R, JF B 58 2R 6 I 20 5 il & 7 23T 1 VAl ik
B

1.6.3 Data protection

1.6.3 BHERF

The respective national laws and regulations for data protection must be
complied with.

A 23R ST R NE [ 5 ) B8 DR VR R

Contractors must be obligated by the management of the supplier company to
comply with the legal requirements concerning data protection.

PR 7 22 ] B B R 06 U SRR B R 8 ST A B DRI VR R K

21



Audi FAW NEV
Bl IR RIS E R R AR

Information Security

BR%RE
GUIDELINE Information Security Guidelines for External Companies / Version 2.1
I HMERA S B AN ARA 2.1

1.6.4 Contractual compliance
1.6.4 HTEF

The Supplier's IT organization must be in compliance to the contractual
requirements of the ordering party. Measures must be implemented to ensure
that the suppliers own organizational regulations are reviewed and updated
according to the current contractual requirements.

BN R 1T HZL ST T & R BRI G, 0 ORARSE H AT
& IR R A A N B RS .
1.6.5 Policies and Regulations

1.6.5 BUEAEMR

The supplier must provide policies and regulations to its employees to ensure
compliance with the requirements and adequate handling of information, hard-
and software of the ordering party.

A R 6 20 ) L O3 TR HFBURANEI, LB ORI & SR I 22 35 A BT W 77 A5
B B A A

1.7 VIOLATIONS AND ENFORCEMENT

1.7 SBHAPIE

Violations of the information security guidelines must be followed up individually
as per applicable operational, contractual and legal regulations or agreements
and sanctioned appropriately.

A B A HEN AT 9 b R GE G I I 28 L & TR 0 s 130 A ik e
B, JFSERE

2

ADDITIONAL REQUIREMENTS FOR SUPPLIERS WITH ACCESS TO THE
INTERNAL GROUP NETWORK

XA AL 142 B A 50 X 2% ) (16 2 78 PR N ZE R

2.1 DEFINITION
21X

The following requirements must be observed by all suppliers belonging to one
of the following categories:

J& T RN — KB LN R A 2 55 T AR

»  Are provided with clients owned by a VW Group Company

» [ HSRAE RV SR B A mIA B2 T i

» Are connected via Remote Access (e.g. TravelX, Safe, Secure i.Do-Client)
or other VPN-Solutions with access to the NEV Network or any Volkswagen
Group Company Network

» EREAEVIE (U0 TravelX. Safe. Secure i.Do-Client) miFAl VPN fift ik J7
ZEERE R B — PO RERIR R A PR 7] I 28 BRATART R ARVR AR 4R BT A ] 9 4%

» Are connected directly to the NEV Network or any Volkswagen Group
Company Network

»  ELEOERRR BRI PR BRI PR A R W 48 BAE AT R ARG SR 2 = R 4%

INTERNAL
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» Are connected to the NEV Network or any Volkswagen Group Company via
PartnerFirmenNetwork/PFN (CSN)

» iEid PartnerFirmenNetwork/PFN (CSN )i 2 3| BLith— 5 B R VA 42 A TR A 7
PR 28 BAT AT R ARTR AR B A1 2 7] I 8%

These suppliers may be located on the premises of the Group Company or on
their own companies’ premises.

e VAT = A a S EA /AT Ei98 77 ) O AT =4 A i = /A N DR 7

2.2 REQUIREMENTS
2.2 B3R

2.2.1 Internal organization
221 AR

Suppliers must only request or initiate procurement and installation of hardware
and software via the organizational unit (business department of the ordering
party) that is responsible for them.

PR R R R I AT TR AL S, AT L 553011 16 SR B B A F R
GRIPJIAE IR

The use of the provided hardware and software is subject to the regulations of
the respective group company. Every contractor is responsible that information,
programs and communication devices are only used in a correct manner and in
accordance to assigned tasks and in the company’s interests. The use of

private software and data on company provided communication devices is not
permitted.

JIT S A4t A RSB A R R A ) A P S AR SR T A R R 20 TR e 2R A0 0 AT ST AR
RAB R FEFP AL B A LUER I 77 AL IR B WA, JRRF & A )
IR G ASFCVFAE 2w SR A A A5 e L As AL N AT A9

Only the responsible units are permitted to open the IT device, make changes

to the hardware (e.g., installation/removal of hard drives and memory modules),
and make manual changes to security settings (e.g., browser settings).

RV DR RRALITIF 1T Bes, SECCEPE (B, 2258 3 ) A A DK 50 28 A0 A A7 A5
PO, PRTEER 2w E (i, WERRE) .

The use or subsequent modification of programs is only permissible with the
authorization of the responsible units.

RAEETHE RSB IL T, A Fovr 1Y sl Ja 2 e e -

Data of any other customer that does not belong to the Volkswagen Group must
not be processed on the provided IT devices.

AFAESRBER IT et EARBEAN &+ KA SR B B ] HoAth 25 7 O 080

The use of IT devices and data of the ordering party by employees of the
supplier requires the express consent of the ordering party. The ordering party
is entitled to prohibit access/use at any time (e.g., in cases of misuse).

ERETR o3 AR AT 5 1 1T B Al /5 2T 7 s R . 3T A BB
AR IEDT R AE T (Bldn, AR BT

2.2.2 Physical and environmental security
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222 YENRERE

The provided devices must be handled correctly and protected from loss or
unauthorized modification.

WIERR A FR PSR AL %, B ik R RBUR AR IE L.

The manufacturer's regulations on the protection of devices must be complied
with.

N ZBTIEL S )32 P 5 T B A DR AP U RILE

Devices provided by the ordering party (e.g., laptops, cellular phones) may only
be taken outside of the plant of the ordering party after approval.
WPty ess (gl AR miN . AL RAERSHME S 4 6e 0 T W5 i
I}_‘o

2.2.3 Protection against malicious and mobile code

223 BENBIHELGF

IT devices and data storage devices that are suspected of being infected with
malware must not be used any further. Audi FAW NEV, IT User Helpdesk,
it.uhd@audi-faw-nev.com.cn must be informed immediately.

PREEIRGY T B T W BRGSO 2007 B 38 0 Btk
—IRHRRIR A R AR T k%53 it uhd@audi-faw-nev.com.cn.

2.2.4 Backup

224 #An

Data should be stored on the assigned storage systems and not on the local
hard drive, since a central and automatic data backup is only ensured this way.

B AP E A R G L, A RIS b, POy R A XA sewfr b
P H B EHE & -

The user himself/herself is responsible for backing up data that is not stored on
a central network storage (e.g. local hard disks, mobile data storage devices) or
systems with similar functions (e.g. eroom, sharepoint, ...).

B A7 57 A R AFEAGAE TP R PR AR 4 (AR 4 . B8 Sh BdE 170k
%) BEARLIINEER RS (W eroom. sharepoint 25) F AR

Backup media and data must be handled the same way as the original data.
&y AR ANEE B A BE 7 b U TR A HE AR ) o

2.2.5 Access control
225 []&

2.2.5.1 User responsibilities

2251 HP3E

The following requirements must be observed by all users:
Fr A A b Z5is sy AT 25K
General Requirements

—RER
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Usage of another person's user ID or account is not permitted.
AN F VA At B 1D B0k

Passing identification media (e.g., Smartcards, SecurlD cards) to somebody
else is not permissible.

ARVPR S I IEBA (A RE R SecurlD ) fLifZaflA .

Passwords or PINs of a user ID assigned for personal use (defined as
"person-related user ID") must not be shared or disclosed.

AR IR T BC s DN ID GE SO 5 AR 1D
D EL PIN 5.

Keeping a record (e.g. on paper, in mobile devices or in files) must be
avoided unless these are considered as a secure method. Recommended is
the usage of password vaults like KeePass.

WIS R AF G (IIEAR b B & R e, BRAEX SN Ty
AN, WS KeePass X Ff %00 2

Passwords or PINs must be changed immediately whenever there is any
indication that those are compromised or became known.

HEA AR R R # A5 EE PIN fE 4t # 5Oy AT, Al 25037 RIVEE 4

Temporary passwords (e.g. for new accounts) must be changed at the first
log-on

I I 2505 L =) e ZBUTE B I8 S B B g

Password or PINs must be changed at first use and then at least every year.
The change interval does not apply to PINs.

FAGE PIN fE 0 Z0E B IR A P I S 2, SRR B RREE S IR AN I E
Y1 ] BEg e ) B 2 PIN A5

Spying out passwords is not permissible.

eV LR

Passwords must at least be classified as confidential.
I AR DR N RE

If passwords have to be stored in written form, they must be stored by the
employee in a sealed envelope at a suitable location that is protected
against unauthorized access (e.g., safe) and be updated each time the
password is changed. The sealed envelope must be signed by the
respective employee. The persons authorized to open the envelope must be
listed on it by name. In exceptional cases (e.g., in case of illness) it may be
necessary to use the stored password. This must be done according to the
"two-man rule”. Each opening must be documented and reported to the
employee. After each opening, the employee must change the password
promptly and deposit it again. IT systems offering a functionality that
matches these requirements are also permissible (e.g., electronic password
safe).

U R ARG LA AS T SUAF A, U6 20 H 57 T FL A 0 3 i )5 3 o I
FEE LA E (BRI RS, PABS ARG TT i), AL R 5O i
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BT R, R AERD AR 2 T4 . (S8 LD H BT
THEB RN AT FERPRIGOLT (AN ) AT BERR S48 FH X A A7 Y
WA, X DL AL RPN BERET AR A SR AE S IF R 4 AH
MR T BRI, 0T ES L ER AN R EHEA
KELESRIIGEM 1T R (I i T2 A REARD o

When leaving the system during ongoing operation (e.g., break, meeting),

the user must activate a system lock (e.g., password-protected screen
saver).

M EAEBATRIEE (B, RE. U0 B, WEIFRS, AP »auEeE
ARG (P, AEBRPERRPEF) .

Employees who use their multifunction badge to log on to IT systems must
remove the badge from the reader when leaving the system.

] 2 DhRe R 6o 1T RGUH 57 TAE BT RGE A2 B 3 B HUT i =

2.2.5.2 Password Generation

2.2.5.2 A RERY

During password generation, the following minimum requirements must be
observed:

A SR I AT ST DA i ISR

»

»

»

»

»

»

»

»

»

»

Employees must not generate identical passwords for business and non-
business purposes

T3 TANMF IR H AATEER Ml H B A R 7] o

Employees must not generate identical passwords for VW group provided
systems and systems, provided by 3rd parties, e. g in the Internet
(applications, registration services, ...)

A TAFAETIRM E (NAREF . RS SRR ERR A R4
FEE =75 P41 R Gu A AR [R] ) 2505

Users must observe the minimum password length enforced by the system.
These are defined in the password policy.

P L Z5URAY Z G0 AT B NI . IX B A S 1 E 3o

Simple passwords (e.g. “Test123456”, “123456abcde”) or context-specific
words (e.g. personal related topics like name, date of birth) must not be
used.

AFHE TR RS (W1 Test123456”. “123456abede”) Bidr e T 1K )
WE (ks AR HIRSEAS AMOCERD .

If higher password complexity is demanded by specific systems or
applications (as defined in the password policy) the enforced complexity
must be used.

WIRKR B R BN FHFRT (A sRmS FrprE O BRE m g = 4%,
U 20 2R FH 5 1) SR SR

Hint: Use mnemonic verses or abbreviations and falsifications of mnemonic
verses (e.g. mnemonic verse: “In the morning | get up early and brush my teeth”
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results in a password of: “ltm1guE&bmT”). The examples listed here must not
be used as passwords.

fern: A Bhic i s ic i i 48 5 AR R (Bl < bR SRR A B
f59: “RmA1QUE&bMT") . MLALREIATFHER.

Alternatively, a combination of four randomly selected words (e.g.
“Sun2Wood!Tead4Time”) results in a very strong password and is easy to
remember. The examples provided here must not be used as passwords.

o, VYA BENLE B R (B an“Sun2Wood! TeadTime”) H &4 ] —
KA TR . AR A A 25 .

2.2.5.3 PINs for unlocking Smartphones and Tablets
2.2.5.3 AT AR BE FHURIFAR LR HY PIN 55

The same requirements as defined in chapter 2.2.5.2 must be observed.
ST A 2.2.5.2 T E R

2.2.5.4 PINs for Smartcards for Authentication

2.2.5.4 T SR RAIER & 88 R ) PIN 15

The same requirements as defined in chapter 2.2.5.2 must be observed.
WIESEER 2.2.5.2 Fr e UIER

2.2.5.5 Collective User Ids
2255&MEHF ID

Reuse of specific collective user IDs by various persons (e.g., training
participants, interns, graduating students) is permissible if the following
requirements are observed.

G ARE S LN ER, MR A FEA G (B, Bl 5% . SeJE . NaEk
A EE AR E RIS ID.
» The assignment of the user IDs must be managed by a responsible person.

This person must provide written verification of who used which user ID, and
when. This person must archive this verification.

» AT NEEMAS ID KR NS A T I AN
ID (A5G IE. N DA IR L0 IEAF A o

» Receipt of the user ID must be confirmed in writing by the respective user.
The confirmation is retained by the person responsible for the user ID.

» WEIR T ID BARRL P s AT BN . BT ID BTN OR B UL

U\ ]

» During receipt of the user ID the password must be changed by the
respective user into a password only known to him/her.

»  LEFEWCOH 1D SHTE], AE R P e 2 S R B KAy R At R T PR R

» During return of the respective user ID, the password must be changed by
the responsible person to a password only known to him/her.

»  AEVIEARRIAI T ID AR, AT N s Z50Rs A B Sy RUA /A R TE R
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» The company specific archiving periods must be complied with for archiving
the verifications.

»  LZTURESY 2 FLRE R BRI BRI B A4S o

User IDs that can be used simultaneously by several persons (so-called "group
IDs") are not permissible unless exclusively applications can be started up with
this user ID that have a separate user management including a personal
authentication or only allow read access.

ATHZ ANFEEHBHP ID (FHERAH 1D ARV, BRAERT LR HE P
ID BRI EAHMA S ERE (RN AN IRIED B o vFEeBOY; 1) 1 B R
FFo

2.2.6 Network and access control

2.2.6 LM AR

2.2.6.1 Policy on use of network services

2.2.6.1 ML RS R BUR

An IT device provided by the ordering party must only be connected to networks
(exempt mobile communications network) outside the company (e.g., hot spot,
private WLAN) in order to set up a connection with the Group network. Direct
surfing etc. is not permitted (exempt with mobile communications networks
connected smartphones and tablets).

TG 77 SR ALY IT Beas R BRI A m] SR I 2% (BBl 25 BRI (lanFA
e TH WLAND , DMESSERM S EEE. ARvrEE B GEEED)
IEAE 2% 1) BE T HLATP AR RN R AT

If no longer required, the connection must be disconnected.
WRAHFRE, DA ER.

2.2.6.2 Equipment identification in networks

2.2.6.2 P& AP HIBE R A

The unrestricted connection of communication devices (e.g. without firewalls) to
the internal network (Intranet) is only permitted if these are made available by
the Group or by companies in which the Group or one of its companies is a
majority shareholder.

HA 2l {5 B & th SR B B BB 7 A Rl 2 — R KRR 2w SR AL, 4 SeiFAS
2 PRGBS B (CAnTEPs kES) EREBIN ML (AR .

3

ADDITIONAL REQUIREMENTS FOR SUPPLIERS WITHOUT DIRECT
ACCESS TO THE INTERNAL GROUP NETWORK

X TEE ELHR U 17 5 I P 40 o 2% F) 1 2 72 FR) B ISR

3.1 DEFINITION
31 5EX

The requirements contained in chapter 3 must be observed by all suppliers that
fall in one of the following categories:

B T B2 — AT (ORI 25 U 8 3 e (K
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» The supplier does not have direct access to the network of a Group
Company

»  PENIEASRE BRI EE 12 =] B 2%

» The supplier is not provided with clients owned by a VW Group Company
and only uses clients owned by its own company.

» AP E IR UL ROV ELE B AR AR P, LN R AHE A EH
IR P

» Is not connected via Secure Partner, remote access or any VPN solution.
Virtual Desktop solutions only permitting transfer of display and control data

are excluded from this definition and may be used. For those the
requirements defined in this chapter apply.

» RN SRR IRV R BAERT VPN BT SRR R VL
71 FH A7 1 RO 1) R A0SR T O 07 R ANAE M YL, AT RMER . X T
b, KEE L ERIE ] .

» The supplier is interchanging data with Audi or Audi FAW NEV.

» PR IEAE S B al B — OB BRIV A IRA R AS e

These suppliers are located on the premises of their own companies and
obliged to follow the regulations of their own company.

RGN IO T H O A A RIS, BUES H A A KIRE .
3.2 REQUIREMENTS
3.2 Ek

3.2.1 INTERNAL ORGANIZATION
3.21 AR

Group company data must be separated from the data of third parties (e.g via
rights management) and especially from data of other customers of the
supplier. It must not be accessible (e.g. implementable via encryption) by other
3rd parties.

B B w] U 2005 56 = D7 el (BB id AR E#D p0F, GHRE S
L P R At 2 P B 7 T . IR SE AR R AR S =T Vs ) (it mT e N sk
/DI

The NEV classification must be mapped to classification schemes of the
supplier to ensure that all required security measures are fulfilled.

W AUV A7 b AT s W BN R 1 3 2 T7 Ze v, LR ORI 2 T A7 0 75 ) 22 4 d
Jit o
The supplier must map the information security requirements of the regulations

received within the scope of his tasks to appropriate security measures in the
suppliers own company.

P51 S 3G 55 5 A KB O R 2 B S B (TS 1 224 7
I A

Only employees with a need to know must be able to access data belonging to
the ordering party.
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FUA 7 EERE A 5 A BV ) e T30 Wy B

4
RESPONSIBILITIES

R

This regulation must be observed by all suppliers as defined in the scope of this

document.

ASSCA VAT N T8 SO BT AT B N 7o #5002 AL E

Deviations from this guideline, that reduce the security level, are only allowed

temporarily and after consultation with the CISO from Audi FAW NEV (P/BT-Z)

and must be informed immediately at the ordering party.

i B9 % HE W) 2= FEAR 22 g, ANAE S Bl — IR RE R A IR A A i) CISO
(P/BT-2) Wi Ja BB fuvr, I H A2 B sniT e 75 .
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