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GUIDELINE
#E N

INFORMATION SECURITY GUIDELINES FOR EXTERNAL
COMPANIES

ShERA TG B & EHEN
PURPOSE
H

These Information Security Guidelines comprise the information security
regulations that suppliers must observe when using information and/or IT
devices (e.g. personal computers, workstations and mobile devices) of the
ordering party.

XA R 2 A A D) B A A I 7o A AT I 7 A S8 BB 1T B Can s AR
TARuh R st ) I b AGE ST G B2 2 RE .

Suppliers are defined as any third party companies that are providing services
to the Volkswagen Group based on a contractual relationship. Subsidiary
companies, Brands of the Volkswagen Group and companies that are majority
owned by the Volkswagen Group are excluded from this definition. These
guidelines are aimed at the suppliers’ management, employees and relevant
sub-contractors. This group is hereinafter referred to as the "contractor”.

AL R R R AR IRYE 5 R K R 10 KA R IR IR S AR S =T AF] . RAGARG
LT A0 AR AV G BN 2 BB A Al AR — 8 LTEHEN .
X EEHEM BT X HEN B B G T RO . ARBERI LU RO R B

The Information Security Guidelines protect the confidentiality, integrity and
availability of information and the rights and interests of the ordering party and

all natural persons and legal entities that maintain a business relationship with
the ordering party and/or perform work for it.

B AU RS R AL e SRR R, RS T T A 5T 75 fR
Flb 55 K RSO H TARRI A B RN RE N SLAR AL 2 -

DOCUMENT STRUCTURE AND TARGET AUDIENCE

S B BRZ AR

The document contains three chapters. The following table lists the document
structure and the target audience for each chapter.

ARG =T, TR T A A AR 1 H AR AR

Chapter | Chapter Chapter

= B B

1 All Suppliers The requirements of this chapter must be
observed by all suppliers. Additional
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P A RN requirement are contained in chapters two and
three, depending on the type of access to the
Group network or systems

A BN R L AUE P A B ER . 55 E A
SR AN ER,  BARBUR TR A B R 45
BRG] A

2 Suppliers that have access | Additionally, the requirements contained in
to the Group network or chapter 1 must be observed
systems Vs s g S
ysiems | e AU 1 SR
ALY rl B A 2% B R G 1K)
VA
3 Suppliers that do not have | Additionally, the requirements contained in
access to the Group chapter 1 must be observed

network or systems

TERL 5 1) 5 P 4 44 B AR )
PRI

BEAh, AZURESYH 1 A ESR

1

BASIC REQUIREMENTS
EARER

The following requirements must be observed by all suppliers within the scope
of this document.

A SCAE B A B8 P A A I e o U S AT 5K

Requirements for the ordering party are not within the scope of this document.
XV T B ESRAEAR AR VS N

1.1 ORGANIZATIONAL REQUIREMENTS

1.1 HEER

Regulations of the respective Group Company on bringing IT devices that do
not belong to the ordering party on the companies’ premises or secure areas
must be observed.

NS ST S AR A WSS TRANE T AT I 75 B 1T et N2 ) 3 P B2 4 XA g R
iE o
Usage of software or data belonging to the ordering party on IT systems or

storage devices that are not provided or approved by either the ordering party
or the supplier is not permitted.

A FOVFAEARVT W 7 Bt S R 42 A B AE ) 1T SR S8 BliA7 o e e A s 31T 7 19
Bt SR
Usage of software and data belonging to a Volkswagen Group Company on file-

services or internet cloud-services that are not approved by the ordering party is
not permitted.

AN FOVFAEARZEAT W 7 S vHE R SO R 35 BCELIER ) 2 IR 55 B4 I T R AR AR R
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=] R AN o

The distribution of data to third parties is only permitted with written approval by
the data owner of the ordering party.

HATHRAG T W 5 5 A & B A5 it A Fe v i 28 =05 70 A

The regulations of the ordering party for usage, storage and any processing of
personal data must be observed:

WACESFATIA T RT D NI A AR B e -

» The collection, processing or usage of personal details (e.g. name, phone
number, e-mail address, date of birth) is only permissible provided that the
consent of the party involved (individual) has been obtained or there is a
legal basis for it.

» W& WEEEHANAGEE ks, BiES . B, HAEH
B DAGRFAHRTT (DA B RS R .

» The handling and usage of personal data stored at Audi FAW NEV is only
allowed to act within the scope of ones duties. An transmission of these

data is not allowed to unauthorized third person (e. g. customers, external
employees, employees).

» Bl — OB REURV AR PR W AR Ak S N a4k A T ANBR IR B v
BN ARVFRRERBNE =T (& SMEANR. G iy

i o

» In principle, communication devices and data media, on which personal,
confidential or secret data of the ordering party are stored, may only leave
the Audi FAW NEV site in an encrypted form.

» RN L, AR TN NBEE L VL B sORA RS B 38 1F 1% A R A
FEBS T Bl — VOB RERI A PR ] IR A ZIdE AT I

Employees of the contractor must be obligated by their company management
to non-disclosure in accordance with the non-disclosure agreement between
the contractor and the ordering party. The ordering party may inspect these
agreements at any time.

ZRCEL T 1) 53 A 2T pH HG 2 ) B AR R B R T 2 TR R £ 2 i SR PR LR B
M55 o AT AT I A ) X 2e B

If data of the ordering party is stored on mobile systems or IT devices it must be
encrypted using current state of technology hardware or software. Additional

requirements for encryption and authentication can be found on the Group
Suppliers Portall.

WRAT T (I BARAEAEAE R B RAE T e b, Wb 2048 F e B AR A (R A
SR AT AT I A I A By BEAIE Y AR R AT AR SR B R 1) 1 B
.

Before travel abroad, the country specific regulations for use of security
technologies (e.g., encryption) must be observed.

Y ERAT R, AR ST S E B S IX A A 2 ok (Flanine) e .
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After end of the contract, data of the ordering party must be handed over and
deleted on the devices and storage media of the supplier. Legal requirements
(e.g. retention periods) must be observed.

HRI%IEIG, ARSI T5 IEEE LR v AAE A AR BB . 620
MR EEDR CInOREEED .

1.2 HUMAN RESOURCES SECURITY

1.2 NBRz4E

A user ID that is no longer needed or access authorization that is no longer
needed for access to data of the ordering party must be reported promptly to

the ordering party and responsible units (e.g. responsible user administrator of
the ordering party), so that the corresponding Blocking/Deletion can occur.

XFF U AT T A, AR R 1D BN R EE U5 1) A AL R
T AT T AN SRR CEIRIT W5 AR R P A B 53D AT A LR 47
TR o

Identification media that is no longer needed (e.g., Smartcards, SecurlD cards)
must be returned immediately to the ordering party.

AT TR E S IR A (I RER . SecurlD ) L ZINLRIAIEEE TG T o

Allocated devices (e.g. laptops), data and storage media must be returned to
the ordering party when they are no longer needed or at the end of the
assignment.

SRR CINZECA RN« BRIk AR LE A 75 B BT 55 45 RN L 25
WEEATITT o

The loss of IT devices or media for authentication must be immediately reported
to the responsible unit of the ordering party: Audi FAW NEV, IT User Helpdesk,
it.uhd @audi-faw-nev.com.cn

WMRERT HT SRR T B miBiak, A2 BIHR & 25 1T 75 1) TTAE 5y .
Bt — R BRI A PR A F) T H P RS it.uhd @audi-faw-nev.com.cn
1.3 PHYSICAL AND ENVIRONMENTAL SECURITY

1.3 MR L

IT devices that store or process data of the ordering party must be used in a
way that prevents unauthorized persons to view or access this data. Special
care must be taken when using mobile devices.

A7t BALBR LT W 75 K 1) 1T B2 A8 7 Sl A7 1 R A BN 53 B B 17
X . R Bl i I L AU R Lo

Confidential and secret documents must not be left unattended to prevent
unauthorized viewing.

WU AR SR NEE, UBIERERI N A EE
1.4 ASSET MANAGEMENT

1.4 BB

1.4.1 Classification guidelines

141 5r3HEN
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Classification includes the three security objectives confidentiality, integrity and
availability and must be carried out for all information and IT Systems
processing information.

DPRANENE R A=A e s, DA P (S B AL RS B 1T
RYHAT K
The supplier must request the confidentiality, integrity and availability

classification from the ordering party (for the scope of the services or work
provided).

I A 2BV SRAT W 7 SR ANV R L S8 BEVEANRT I 028 CREXS R R 55 B T
PERTEED

Information (security objective confidentiality) must be protected from
unauthorized access throughout its entire life cycle in accordance with

measures required by its confidentiality classification. Confidentiality
classification may include an expiration date.

BE (WU TR 2 HER) BONLE Ik 70 S0 I 0 20T RE A% 1 LR A2 i i) 393 P 97 1R
SRBUN VI . HLENES 80T DL FE R H .
For processing data the classification for integrity and availability must be

examined and determined by the respective process owner, if necessary. This
classification must be evaluated regularly and adapted if necessary.

ST AR R, 05 TINS5 25 FAT S AR AT K 2 0 5 5 8 A P M 23
Ko WZBEFAVEAG L 7 I D B AT

Correctness of the classification must be confirmed by the Information Owner.
Ir R IER I A A A5 BT A

1.4.1.1 Confidentiality

1.4.1.1 R4

Information that is not intended for general publication must be made
accessible only to those who are authorized to access it (Need to Know
Principle).

e —AMEAE B AU RGN V7] (R R A& 50D .
Requirements for information creators and information owners:
5 RGEE S BT A & B 2K

» Newly created information and data must be labeled by the creator. The
information creator is the person or group of people creating an information
or document. The creator must classify/label the document or information in
accordance to the classification level determined by the information owner.

»  HTOVERE B MR AR A EE L. (5 B A £ eI E B e A
NEGREA . G AR BT 0  5E 1 70 BB S A s BT 70
KIbrid.

» The information owner is responsible for the classification. The information
owner is the person or group of people who have been identified by

management as having responsibility for the maintenance of the
confidentiality of that information. The information owner may change during
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the Iifecycle of the information.

BN 503E.  EEITE B RPE B E 00 E A TR 25 B
i_&LE’J/\}\jZﬁi?ii\o fEfE B’JEE mRAME, EEM A RS KA.

The creator must request the correct classification from the information
owner.

5 S B A AUE RS BT A HEAT IEW I 225
Confidentiality classification must be defined for all IT systems.
WK A T RG0E ORI

If the classification is currently unclear, for example, because the document
/ IT system was just newly created, the classification “Confidential” must be
used.

R RA IR, B, ESCHNT RGN, )20 25048 B

kK.

The Information owner must check the confidentiality classification for
internal / confidential / secret information (at the latest during next revision
or update) if the classification is still correct and label the information
accordingly.

IYRIETNT, A5 BT & AU T N IRV RS BRIV EYE 28 (RaBAE
TN UABITEE RN, FFAH NS R .

Requirements for the recipient:

PSS ELNE IS E

»

»

»

»

Unlabeled information and data is defined as internal.

ARG AR BRI S EAEE E SO RS B

The information owner must be contacted if there are any doubts about the
correctness of the classification.

GRS X R IEFVEA AR SE IR, IR AR EITHE & .

The following classification levels for information with regard to requirements for
confidentiality are defined:

B AIBLE S0 70 SEESR W R g

Classification | Definition

7S 3%

Public Information that is not subject to any restrictions and, e.g., can be
AT published by the company in newspapers or in the internet.

7

ANBATATIREIRIAE S, 1302 7] W] DAAE AR AR R ELIR R 1 R A7 A5

The public use of company information requires the approval of the
responsible unit: Audi FAW NEV, IT User Helpdesk, it.uhd@audi-
faw-nev.com.cn.

NS A 545 B ToATR SR . B0l — VS RE IR A TR
7ITH4F'HE’L %% Ll|7|t.uhd@audi-faw-nev.(:om.cn 0
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Examples: press releases, product catalog for customers
fltan, SErEIRE . % H

Internal Unauthorized knowledge, sharing or usage of this Information only

has minor influence on reaching product or project targets.

A Therefore, this information can be made accessible to an eligible

group of persons.

REFRBUNZE . He S ol H X 265 B ik 3107 it ml i B B AR )52 AR

Ao DRI, IXEEAE BT LR LA R G S N

Loss of confidentialitymay have consequences, albeit of a minor

nature; for example:

RKENEMETRe ARG & plin:

» claims for damages by individual persons or organizations are
unlikely

» D ANEHATREA SR H AR E R

Examples: business communication data (e.g. phone number, mail-

address), occupational safety specifications, work regulations

fan, v EAEEEE (g S BFERAR D L HR 2 R

. LAEMLE

Confidential Information whose knowledge or disclosure to unauthorized persons
, could jeopardize the achieving of product and project objectives and
pli must therefore only be made accessible to a limited group of

authorized persons.

IEARGFBIN RPRFE 28 H 5 BT Re = fa L™ b At B H
PREGSEIL, PRl R RE A BR AR B AR 3R ALE 2

Consequences in the event of loss of confidentiality are probable
and measurable, e.g.:

RENVE MR RESE M AT AT R IR, I

»  loss of customers

»  BUR

» downturn in sales figures/turnover

»  BEEARIENVAUN

»  claims for damages by individual persons or organizations
» AR H P E R

Examples: personal data, that are above business communication
data (e.g. salary) budget plans, revision reports

i, R b 55 A R T RS AN B (B vt) L T TR

BT
Secret Information whose knowledge or disclosure to unauthorized persons
] could seriously jeopardize the achieving of company objectives and
R must therefore be subject to a highly restrictive distribution list and

strict controls.

RGN RPREME BB H i Fe (5 BT e ™ H a2 =) H s
(ROSEIL, DR Ak s 2R ST A% IR ] (KT A5 SR T 42 1 i o

Violation of confidentiality has considerable effects on the image/the

INTERNAL



Audi FAW NEV
Bl — SRR E R R AT

Information Security

B R&E
GUIDELINE Information Security Guidelines for External Companies / Version 1.0
{HE] AN A RS B ENACA 1.0

appearance of the company and/or economic consequences, €e.g.:

ML R e 2 6N B B G RN B4R i A 2 R I R, 45
.

» considerable loss of customers

»  KER K

» sharp declines in sales figures/turnover

»  BEEIEENL AR T B

» claims for damages by numerous persons or organizations
»  UFENANBEHLPEHERFH R

»  exclusion from certain markets

» LT HEF

» negative effects on public standing

»  FHARIESR

Examples: special types of personal data (e.g. health information),
cycle plans, plans about the company’s strategy, design picture of
prototypes

fln, R NEE OBl A5 2D BRI 2R Skt
R JERRHE

1.4.1.1Integrity
1.4.1.1 55%M

Error-free information processing and protection against unauthorized changes
must be ensured.

2B DR AR I AR PR TG R I B 1R AR AR BE L

The following classification levels for information with regard to requirements for
integrity are defined:

5 R I SE RG] 73 FER U R FTid

Classification | Definition

R & X
Low A violation of integrity has no foreseeable effects on the business
& activity or on the image/appearance of the company.

222 TR BEVEAN 2RV S5 UG BN B A T TR G777 A W] R AL IR 5]
Medium A violation of integrity has only a minor impact on business activity
i and/or the image/appearance of the company.

922 R BENE RV S5 TG AN B W T G AR IR B s o
Consequences are possible, but minor in nature; for example:
Al RE I RIS R .

»  Minor delays in work processes

»  LAEGEE S BRI 1R

» Errors/faults do not affect work results (no production

INTERNAL 8
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»  ANFENA LRSS RAES RIS oA AL TE]D
» Decisions are not negatively affected
»  RSRASZ B S R
»  Claims for damages by individual persons or organizations are
unlikely
»  PNANBHL A e A S E B E R
Examples: location plans, organization charts, and individual internal
phone numbers
fltn, ArE KL HLGE R A N S5 S
High A violation of integrity has perceivable effects on the business
- activity and/or on the image/appearance of the company.
SR 2 58 B 2 b 535 BRI B A W] TR 57 A W Y 5 i)
Consequences are probable and measurable, e.g.:
Al Re it AT S R S AL, il
» loss of customers probable
> ATREIIZ R
» downturn in sales figures/turnover probable
»  ATREMVES SRR EDAT N
» definite delay in work sequences
»  LAEGFET B 2 LR
» faults/malfunctions have a perceptible effects on work results
(high production downtimes) and/or a few service processes fail
» X LAESE SUA R R R R CHE S U (D R/ —
ailid %(Miﬁiffn VR
» decisions are negatively affected/incorrect decisions are
probable
»  PRSRSZ BI A7 TH SR AT REAN AN TE AR R
» claims for damages by individual persons or organizations are
probable
» /I\/\Ejéﬂ ElTﬁK /LI i’i%’?)ﬂﬁ
Examples: JIT orders, press releases, contents of the Internet
presence, data for production control
Bltn:  JITITHL BT POy 2E As e el di
Very high A violation of integrity has considerable effects on the business
o activity and/or on the image/appearance of the company with
i corresponding consequences, e.g.,
R E NI S IE BN ANECA T TS G A A 2 R R, I3
FHRLR S 5, it
» considerable loss of customers
» K&K

INTERNAL
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» claims for damages by numerous individual persons or
organizations

» VP2 NBRH S 415 RIS

» sharp declines in sales figures/turnover
»  ERIEE SRR BE

»  exclusion from certain markets

» e R

» considerable delays in work sequences
»  LARGURE A e FAEIR

» faults/malfunctions have severe effects on work results and/or
several service processes fail (very high production downtimes)

» O A SRAT P 0 PR R R R BB IR S AR R (R
FEREBL AR KD

» decisions are seriously negatively affected/incorrect decisions

»  PRSREEE B ) A RS AN TE BRI O

Examples: financial reporting (e.g., annual financial statement),
patents, cryptographic keys, payroll

fltn, WSS CWERM SRR o TR #H. THR

1.1.1.1 Availability

1.1.1.1 AT

Information must be made available within an agreed time frame.
W ZRAE ) E 1R I [R5 FE N $R A 5

The following classification levels for information with regard to requirements for
availability are defined:

& R AT PG 73 SR ESR AN R T -

Classification | Definition

AR & X

Low The availability of the IT system can be less than 95 percent
regarding failure or unacceptable response time without resulting in

& significant damage (financial or to the image of the company).

X T iR BN RS2 R SIS TA], 1T 2R 48 (0 W] AR AT IS T-95%, 1H
“RIEME R E (MFRAFTEL) .

Example: Intranet application containing general information for
employees

. AR O R S A IR I B R

Medium The availability of the IT system must be at least 95 percent
regarding failure or unacceptable response time. Lower availability

i will lead to significant damage (financial or to the image of the
company).

INTERNAL 10
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X TR 1R AN P SZ A WA SIS ), 1T ARG 1 v) F P a0 2 22 2 9 95% .
BARKI T RS R EEAIE (MFHAFIEE) -

Example: Applicant portal
Bl g

High The availability of the IT system must be at least 98 percent

o regarding failure or unacceptable response time. Lower availability

" will lead to significant damage (financial or to the image of the
company).

TR BN RS2 (R R[], 1T R Ge 1 n) 2538 /b 25 98%.
BARKI P S SEEAIRE MHFHAFTELR) .

Examples: Payroll, bookkeeping
Bl LHEEL. il

Very high The availability of the IT system must be at least 98 percent

. regarding failure or unacceptable response time. Lower availability

e will lead to significant damage (financial or to the image of the
company).

o TS R EAN AT RS2 (A LI [R], 1T ZR 40 ) m PR 2538 /0 9 98% .
BARKI AT A& SBERIRE (MFHAFER) .

Example: IT system, whose failure will result in an immediate
production halt.

filn. TR, HMEek S EOL .
Significant damage is, for example:
R E S -

»  Loss of customers

L IRNVS

» Claims for damages by numerous individual persons or
organizations or associations

FEZAN N HATPp 25 HH =

»  Sharp declines in sales figures/turnover

B EA E LA SR T

»  Exclusion from certain markets

— LTI T

»  Faults/malfunctions have severe effects on work results and/or
several service processes fail (very high production downtimes)

o LA 25 SR 7R 5 M) PR R B AT B TR S5 AR A . (AR 774
HLI TR H KO

1.1.2 Information labeling and handling
1.1.2 fERFrid G54

Information must only be made accessible to the authorized group of persons.
This is only permissible in the scope of the tasks agreed on and with
compliance to existing regulations. The "Need to know" principle must be

INTERNAL 11
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applied.

AN AR B AT [R5 2 A AE B 8 AT 55-Y0 9 8 57 A FIE 15 100
A VXA IR w0 TR

Information must be protected against access by unauthorized persons

according to its current confidentiality classification during the entire life cycle.
The following regulations apply:

W ARRYE A HT AL RS R, R R N BT LR R S R AL
o LANAUEEH] -

Classification | Definition

R & X
Public » Labeling: none / optional (e.g. in imprint)
ATF Frid: o/l (I ante BRI

» The corporate design guidelines regarding the position of the
classification label must be observed

WIS ST o0 FEAR AT ) A T v

»  Duplication and distribution: no restrictions
SR 2 A T PR

»  Storage: no restrictions

it JoBR I

»  Deletion: no restrictions

MR JERR

»  Disposal: no restrictions

Wb TERR

Internal » Labeling: Confidentiality level in national language/none or
s Internal on the first page of the document.
H

»  bRiC:  AESCPFRIER — UL AR TS 5 ARE LS RGO e A B

»  The corporate design guidelines regarding the position of the label
must be observed

b IS A VA RN g |

»  Duplication and distribution: only to authorized group employees
and authorized third parties within the task or application area

> STRIAIY R (AE AR5 SR PR 0 B P B B 2 LA 3
PRI 2 =T7

»  Storage: protection against unauthorized access

»  A7fit: B IERE U )

»  Deletion: data that are no longer needed must be deleted.

»  MER: AN 20l A I -

» Disposal: proper disposal: Personal related, confidential and
secret paper documents must be disposed of in secure way (e. g.
document containers). Data carriers that are no longer needed

12
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must be deleted reliably by overwriting or be physically destroyed.

»  WbE: EE: SNSRI HUE ORI E A0 ST A AT
AT A E (BUISCHEERD) AP A A 2k 20 DA TT
FER 77 2 1 78 5 s R ORI B

Confidential » Labeling: Confidentiality level in national language/confidential"
indicated on each page of the document in electronic and printed

i form
»  FRid: T SCHRFIED R SCAR 1 RE— 0T AR S 5 AR AL )
Bl

»  The corporate design guidelines regarding the position of the label
must be observed.

W ZBE ST T AR B I A T B HET o

»  Duplication and distribution: Only to a limited range of authorized
group employees and authorized third parties within the task and
application area. The person distributing the information is
responsible for using suitable distribution routes, in order to

protect the information and data from unauthorized access and/or
unauthorized overhearing (e.g., encryption).

»  BHIF R ANAEAT S BN A A B Y A PR SRR 4R 4]
TARBREAUN S =07 15 B0 RN A st A& 1 ZagiE, LA
PRPE BN fa il R 22 AU U7 7] A B AR 2 A 51 B (5] G ik
Az .

»  Storage: only accessible to a limited range of authorized group
employees and authorized third parties within the task and
application area (e.g., by closed user groups). Suitable storage
locations and/or storage media must be used.

»  Affid: AT 5% BN A0 ) Y TR A AT PR IR B ALV £ 1] 5 AR
BRI =07 (B E AR o DAl A S AT s E
BTE IR .

»  Confidential documents must be stored in locked steel furniture or
in rooms that are locked when they are not in use and which can
only be opened by a restricted group of people.

» WU U A E TR B B 2 ey, B AR RO AN IR B4
s, R A A BRI EEAARTIT.

» Deletion: data that are no longer needed must be deleted.

» o MR AN S 6 2T B

» Disposal: proper disposal: Personal related, confidential and
secret paper documents must be disposed of in secure way (e. g.
document containers). Data carriers that are no longer needed
must be deleted reliably by overwriting or be physically destroyed.

»  AE. ZELE. HADNHICH. HUESARRES AR5 AL AT
TN RAEE (BISCHERS o AEHRE R EERRAAR L A R]
SER 7 B I 7 5 B PR A SR MR

»  Authentication: Strong Authentication

For internal, confidential or secret data of the ordering party the
following authentication methods are permitted:

»  HRIGUE: RS NISIE

INTERNAL 13
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XEFATIWTT AR U B A A, SCVRE AT LR SR IS TS 7

Authentication
class

SHRRAEER

Authentication
class

SRR

Authentication class

S RAEEH

Strong
authentication

SR By R UE

Secret or
Confidential

Rk L 2

2 of 3 (knowledge,
possession, quality criteria),
e.g.

=ik CRIEs. WA e
PR, il

Authentication via
VOLKSWAGEN PKI Card
with PIN without a time
component or biometric
component

T KAV PRI HEAT 54y
IAE, APINAY, JoHf(aZH
PEEA R S 2E A

One-Time-Password Token

(e.g. SecurlD card) with
PIN-Pad

—IRVEB %Y (4nSecurlD
), AL
One-Time-Password Token

(e.g. SecurlD card) without
PIN-Pad with PIN-request

—RIMEEN A (4nSecurlD
), LEMEE, TR
APINGG

Weak
authentication

55 5ty B ik

Internal

Ak

1 of 3 (knowledge,
possession, quality criteria),
e.g.

—iE— &, WaE. nE
P, it
One-Time-Password Token
(e.g. SecurlD card) without
PIN-Pad without PIN-
request

— RPN HES (AnSecurlD
), LA, AEXR
i A\ PINTL

Software certificate
with/without passphrase

AN R B AR

central defined User-ID with
password

A E I h g SCH P ID

14
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»  Transportation: Confidential documents and storage media must
be sent in sealed neutral envelopes; if appropriate “personal” may
be added, meaning that the documents can only be handed to the
named recipient.

» sk HUE SO A A U B 1 T B R R RGN
FEOLR, FTRARE NN, R ERAE SRS 4 45 P A

Secret » Labeling: Confidentiality level in national language/Secret"
T indicated on each page of the document.

»  bRid: FESCPFIEE— T RIAENE SRR RGO R A

»  The corporate design guidelines regarding the position of the label
must be observed.

» ST O T AR B R A F T HER .
» Also, each page must indicate page x of y.
» WAk, DAHER— U ERREEE x 0 Sy 007

»  Duplication and distribution: Only to an extremely limited range
(e.g., list of names) of authorized group employees and
authorized third parties within the task or application area after
prior approval by the information owner. If technically possible
data has to be encrypted according to the current state of
technology. Comparable security solutions have to be used if this
is not possible. Additional case-related technical or organizational
protective measures must be implemented (e.g., denying
forwarding or printing, watermarks). Suitable communication
media must be used in order to prevent listening in (e.g.,
encrypted video conference).

»  HHIRRR: TG EITE & HRAE S, A EAT 55 BUS H A v
Bl A 0 BR AR SR B2 A ) S ] G T ARIR B AL B 28 =5 (B anddi FH 44
B o WREOR BT, 2T R HOR S B AT N .
RAEAT, DA R 2 R T 5. TSt ot 5 Z2 1l A
RIJFARBALGIRIFEN (10, TEARE R EETED . JKED) o A4
A 3 B IS AR LABT IR MW (B & A 80«

»  Storage: only accessible to an extremely limited range (e.g., list of
names) of authorized group employees and authorized third
parties within the task or application area (e.g., by closed user
groups). If technically possible data must be encrypted according
to the current state of technology. Comparable security solutions
have to be used if this is not possible.

»  APfl s AAEATSS BN A R L P T A BRI R R AR AR A A T
FFFARIE =T (FImEAAH PR (Bl 48 o g
/N T /7 S 50 OO A ) [| S 1 (1 B2 7 TR 7
AT AL ) 2 A= i 7 o

»  Secret documents must be stored in locked steel furniture locked

with different locks to the standard locks. Mobile Storage devices
with secret information must be stored in appropriate data safes.

» BT IAE AR HE B BB AN A . B MEER
FRIRS I 770k B0 5 W AT TR 1 24 ) 540 DR BSLA oF

»  Deletion: data that is no longer needed must be deleted
»  MHIBR: ASTE R HE 26 AU B

»  Disposal: proper disposal (see ap

INTERNAL 15
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» HbE. ZELE: (Jlap
»  Authentication: Strong Authentication

For internal, confidential or secret data of the ordering party the
following authentication methods are permitted:

»  SRIRAE: BRI

INTERNAL

RFATWTT A EE . AL B A, SR VEE T AR B BE Uy i

Authentication
class

SO BIEES

Authentication
class

S B IESFS

Authentication class

SO BAESS

Strong
authentication

e oalls

Secret or
Confidential

b B2

2 of 3 (knowledge,
possession, quality criteria),
e.g.

=i . WA E
FRiE) ol

Authentication via
VOLKSWAGEN PKI Card
with  PIN without a time
component or biometric
component

I R AOTRAEPKIR AT &4
ISAF, BPING, JoH a2
Pk E AR AR S 4 A

One-Time-Password Token
(e.g. SecurlD card) with
PIN-Pad

—RMEFNASHRS (dnSecurlD
), HEMEE

One-Time-Password Token
(e.g. SecurlD card) without
PIN-Pad with PIN-request

— RSN SHRY (dnSecurlD
), IHEMERE, R
APINGL

Weak
authentication

55 S 45 E

Internal

B

1 of 3 (knowledge,
possession, quality criteria),
e.g.

=ik— . WE. FiE
FRE) it

One-Time-Password Token
(e.g. SecurlD card) without
PIN-Pad without PIN-
request

— RN AR (fnSecurlD
), LELEE, AR
Hi NPINFG

Software certificate

16
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with/without passphrase
AN BT 0 R A UE 5

central defined User-ID with
password

A E I R E SO ID

»  Transportation: Secret documents and storage media must be
placed in a closed neutral outer envelope (no additions such as
“personal”’, “secret’, or similar) with another inner envelope
labelled “secret” inside. In the inner envelope must be the secret
content.

» iEH: WU SO R A S — A AME R (AR
FRENN S BB AN D AR B NS = . AfE
ot LSRR 2

The regulations for handling information (labeling, duplication, distribution,
storage, deletion and disposal) also apply to IT systems (e.g., for databases,
backup media).

FRAHE (brid. Bl k. Al BIEBRALEED WHUERER T IT 24 (]
BRI . &R

1.1.3 Media handling
1.1.3 PAksbr

Data media (e.g., CDs, DVD, USB sticks, hard drives) must be secured against
loss, destruction, and mix-ups, as well as against access by unauthorized
parties.

HARGR (fln CD. DVD. U REAEERD A5k Bk SRR, LA
AL

Data media that are no longer needed must be sent to secure disposal:
Personal related, confidential and secret paper documents must be disposed of
in secure way (e. g. document containers). Data carriers that are no longer
needed must be deleted reliably by overwriting or be physically destroyed.

AP B AR LA 2 2 TT AL E . 5D NAHIRH . AL 1R 5 R 4R
Ji SO AR 2 A T AL B (ISR as) o AP 2 A Eid a4 b A A 7T
FER T 0B 78 S S PR ORI R .

1.1.3.1 Exchange of information

1.1.3.1 5 B

During all discussions of confidential or secret information, including telephone
calls and web- or video conferences, it must be ensured that these cannot be
overheard without authorization.

TEIH ML SR 5 B, LR R A B, AT (R s R &
1ERZHLRLONS 5L F BT -

Fax numbers and e-mail addresses must be taken from current communication
directories or requested from the recipient to prevent data from being
transferred incorrectly.
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A L5 R AT L IS AR M ik 20U TS H Sy MR A, BT 1R B A
fﬁu'dj@ao

For transport of IT devices and data media beyond the plant boundaries of the
ordering party, the regulations and operating agreements of the respective
group company must be observed. In principle, communication devices and
data media, on which personal, confidential or secret data of the Audi FAW
NEV are stored, may only leave the Audi FAW NEV site in an encrypted form.

ACRE \T B I BE B E i BT W 77 T I 2 4, 2568 AT AH LA 1A 2 =) R
EMIBE . TR E, f7 6 BE 508 ﬁ{miﬁﬁ& NN & TN IR 6/
BRI 5 4 1) {Eix%ﬁ*&}ﬁﬁ”%f%%“ T — IR B URTR A BR 2w I o 2 ik
17 .

As the originator of an e-mail, the author is responsible for the content and

distribution; the receiver for further processing and further distribution of an e-
mail.

TR LT ERAE IR AN, 1350 7l I N A > R Aot U st —2
ALERAN ) R T B

The creation and sending of chain letters is not permissible.
AN SRR AR E DS

1.2 INFORMATION SECURITY INCIDENT MANAGEMENT
1.2 5 R=eEMEH

Information security events (e.g., vulnerabilities, violations of the Information
security regulation) concerning data or systems of the ordering party must be
reported immediately to the responsible unit Audi FAW NEV, IT User Helpdesk,
it.uhd@audi-faw-nev.com.cn.

AR T BHE SRR GG B2 aE it Anlsi. kG R2aiie) wasri
5 45 DU A Bl — IR BRI A IR A E T AP RS AR it.uhd @audi-faw-
nev.com.cn.

Suspected vulnerabilities and weak points concerning IT systems of the
ordering party must be reported to the responsible unit Audi FAW NEV, IT User
Helpdesk, it.uhd@audi-faw-nev.com.cn. Testing of vulnerabilities and weak
points (e.g. penetration testing) must only be performed by the responsible unit
Audi FAW NEV, IT User Helpdesk, it.uhd @audi-faw-nev.com.cn.

A RATITT 1T FR G800 AT BRI A 55 s 2 5 45 9 AT S A B — VOB BB IR A
FRAT T RS ES it.uhd@audi-faw-nev.com.cn.  JEIAAITE SR (g
F ) R RE H BT AR AL B VOB R IRV A R A R T RS
it.uhd@audi-faw-nev.com.cn 47

Any suspected loss of confidential or secret information must be reported to the

responsible unit Audi FAW NEV, IT User Helpdesk, it.uhd@audi-faw-
nev.com.cn. immediately.

{TAA] BT R H L jﬁz* 5 KRS I AT RN 45 45 D AT PR BRI — VOB B YRR
MR AE T P IRSES it.uhd @audi-faw-nev.com.cn.

1.3 COMPLIANCE
1.3 &%
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Compliance Management observing legal and organizational requirements
(including resource management, internal control system, IT continuity
management and protection of information) must be implemented by the
supplier covering all information, hard- and software of the ordering party.

A N7 R D6 200 SIS STV A A AL LR ) A U B CRLHR R B, N R R
gi. T ESMEEHEAGE ST , WS TEE R AR .

The compliance management must include the following aspects.

HRE B AEEE LU LA T T -

1.3.1 Early detection of risks

1.3.1 RERIRK

A process for early detection of risks and potential threats to IT systems and
data must be in place.

WO ST S ARSI T 28 G RN AR DS RV 78 b B A

Preventive action and measures must be taken to mitigate detected risks.
W 2B R BT AT 21 R it A % A 00 381 Py IR

1.3.2 Intellectual property rights / License Management

1.3.2 SRR WATEEE

Intellectual property rights (e.g., copyrights for software, documents, and other
image material, rights to drafts, trademarks, patents, and source code licenses)
must be observed.

B SF HI AR (i, AR SO RLAR I SR RROE,, AR TEAR. &
FIAIEACAD VAT AR V50

Usage of unlicensed software (pirate copies) is not permitted.

ARV HAREVF AT 3T CGERRD

License software is subject to legal provisions for copyright protection (e.g., the
reproduction of software, except for backup and archiving purposes, represents

an infringement of copyright). Infringements of these provisions may lead to
penal measures as well as injunctive relief and damage claims.

IERRCERAT SZRBURAERREI OR A (a0, BR T & An FIAEAS AL, AR IE R
BO o M SAX I E W] RE- UM SRS DU S HOsF A5 R
Company specific regulations must be observed, Copyright of the of the
People's Republic of China (only binding on companies in China):

MU ST A R R AR A A AR N RSN A O OB VAR AL (O R A

Who violates the copyright or another after this law protected law illegally, can
be taken up by the violated on removal of the impairment, with repetition danger
on omission and if to the violator’s intention or negligence is a burden also on
damages. At place of the damages the violated can require the delivery of the
profit which the violator has achieved by the violation of the law and bill lapping
about this profit.

EAT NARSCRRAL B2 AL DR AP AT AT HARBORII - 3242 35 AT AR W BR AR BT
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N, B, WERAFAE R UUR B XRS, 3242 % N AT AJRIE T A5 1 IR 4 b 4t
S WRRBAB THEEEL, WEA IFERAGIE L. s EREE,
S AR N LAVRIE R B SR BE MARAUAT 2 h 3 A5 BRI DL R S i s IR £ 7 240
H .

Who reproduces a work or a treatment or transformation of a work in others
than the legally admitted cases without consent of the legitimate, spreads or
returns publicly, it is punished with term imprisonment up to three years or with
fine. The attempt is liable to penalty.

FEAREAHEHERITE DL T, REM NSRBI EH] . A3 8 A T3 T e s A F i
BUE BIFE A, BTG = DN A SRR AR, BORAR AT e . ESRIUAR A
IR F AT

License software must only be used for the agreed purpose and exclusively in

compliance with existing provisions and the license agreements entered into
with the manufacturer.

IEREAE AR T2 M H B, IF B8 2 f5 8 A 5300 5 H)1E i 28 1T 1 VF ATk
P

1.3.3 Data protection

1.3.3 BHEFEP

The respective national laws and regulations for data protection must be
complied with.

6 R S A I B 5K AR B R PR N

Contractors must be obligated by the management of the supplier company to
comply with the legal requirements concerning data protection.

b IV 2 D P A 0 A SR R B 1 ST A OB DR (PR R
1.3.4 Contractual compliance
1.3.4 #Esr&E

The Supplier's IT organization must be in compliance to the contractual
requirements of the ordering party. Measures must be implemented to ensure
that the suppliers own organizational regulations are reviewed and updated
according to the current contractual requirements.

BERR A 1T HEL AU IT I KA R 2K, D ACREUGE I, W ORAR I H AT
A A EOR A AT B AR SRR

1.3.5 Policies and Regulations
1.3.5 BURMEMR

The supplier must provide policies and regulations to its employees to ensure
compliance with the requirements and adequate handling of information, hard-
and software of the ordering party.

AL P A 20T ) e B3 B PR BCRAE L, DA DR A7 5 2R JF 2 35 AL AT W 75 45
B BEAEAER AT .

1.4 VIOLATIONS AND ENFORCEMENT
1A BEHMAPIE
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Violations of the information security guidelines must be followed up individually
as per applicable operational, contractual and legal regulations or agreements
and sanctioned appropriately.

A B A HE N AT 9 b URGE G FI A8 L B[RRI 0 R s 130 PR g e
B, ARG S HER.
2

ADDITIONAL REQUIREMENTS FOR SUPPLIERS WITH ACCESS TO THE
INTERNAL GROUP NETWORK

SR IR FE T A 5 P 4% F) (R L 0 PR A 2SR
2.1 DEFINITION
215X

The following requirements must be observed by all suppliers belonging to one
of the following categories:

J& T T HIZR 2 — (R T AT R e o 2R ST T 1K
» Are provided with clients owned by a VW Group Company
» A HAR R AR AR SR B A w0 1 %5 ) g

» Are connected via Remote Access (e.g. TravelX, Safe, Secure i.Do-Client)
or other VPN-Solutions with access to the NEV Network or any Volkswagen
Group Company Network

» @A EFEYA (W TravelX. Safe. Secure i.Do-Client) At VPN ik /7
R Bl — R AT RETRVR 4 BR A 1] 48 BT A K AR A AR B A =] 9 2%

» Are connected directly to the NEV Network or any Volkswagen Group
Company Network

»  FLEIER B Bl — OB BRI AT BR 2 7] X 28 BRAR AT K AR A SR 2 ] X 2%

» Are connected to the NEV Network or any Volkswagen Group Company via
PartnerFirmenNetwork/PFN (CSN)

» ilid PartnerFirmenNetwork/PFN (CSN)E £ 21 Bt — B EJRIR 4 PRA 7]
[P 8% ST A0 R Ay 2 4 [ 7] I 4%

These suppliers may be located on the premises of the Group Company or on
their own companies’ premises.

X LR T REAL TR BRI A R I T, WATRehr T E S A w .
2.2 REQUIREMENTS

2.2 ER

2.2.1 Internal organization

221 WHEHAR

Suppliers must only request or initiate procurement and installation of hardware
and software via the organizational unit (business department of the ordering
party) that is responsible for them.

PR A B I AR AT A G AL (AT 75 S5 B8 171) 37 3K BUE SR A
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PRI AN 22552

The use of the provided hardware and software is subject to the regulations of
the respective group company. Every contractor is responsible that information,
programs and communication devices are only used in a correct manner and in
accordance to assigned tasks and in the company’s interests. The use of
private software and data on company provided communication devices is not
permitted.

JIT SR (AL P B A R R A ) A FH S AH LR LA R RE 9o AR R P B8 ST AR
PRAE R 2P AEAS B A LLIERA I 7 2NAE 7 B AR S5V N AE A, JRRF & A W]
IR R AN FOVFLE A RIS At )38 AE B BAT AL N B A s

Only the responsible units are permitted to open the IT device, make changes

to the hardware (e.qg., installation/removal of hard drives and memory modules),
and make manual changes to security settings (e.g., browser settings).

RAVFTHERLLATIT T e, ESREME (B, 222 A e A 4 B o A Y A7 A5
Yo, DATFHHEGReRE (B, WEERE .

The use or subsequent maodification of programs is only permissible with the
authorization of the responsible units.

REETHERAIRBIEDL T, A S vF A Bt R 2 R 7

Data of any other customer that does not belong to the Volkswagen Group must
not be processed on the provided IT devices.

AABAERRBE00 1T B E AR R T KA A S B 0407 E Al 2 7 OB

The use of IT devices and data of the ordering party by employees of the
supplier requires the express consent of the ordering party. The ordering party
is entitled to prohibit access/use at any time (e.g., in cases of misuse).

BN B3 A AT T (0 1T e M /5 2T 7 T R . 3T A AL
AT RAE A (B, AR RIHER ) .

2.2.2 Physical and environmental security
222 WEAAERE

The provided devices must be handled correctly and protected from loss or
unauthorized modification.

BAUER AL B TR R B, B IE R R BRI Z 2

The manufacturer's regulations on the protection of devices must be complied
with.

A 2R ST A 3 TR 5% T R DR BRI E

Devices provided by the ordering party (e.g., laptops, cellular phones) may only
be taken outside of the plant of the ordering party after approval.

T RAL R et CABICA N . FHL RATEIRSHEAE R 4 B T W7 1)
J_AA}_‘O

2.2.3 Protection against malicious and mobile code

223 BEABIREHH

IT devices and data storage devices that are suspected of being infected with
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malware must not be used any further. Audi FAW NEV, IT User Helpdesk,
it.uhd@audi-faw-nev.com.cn must be informed immediately.

PREERRGL TR BN 1T W& MEIRAAE R S ASFAI . 2AZ0037 RITIE 0 B e
—VRHRERR AR A A 1T AR5 it.uhd @audi-faw-nev.com.cn.

2.2.4 Backup

224 Bty

Data should be stored on the assigned storage systems and not on the local
hard drive, since a central and automatic data backup is only ensured this way.

B B BRI E M R G L, TAEABAE L b, O A XA s fr
SRR CEE R

The user himself/herself is responsible for backing up data that is not stored on
a central network storage (e.g. local hard disks, mobile data storage devices) or
systems with similar functions (e.g. eroom, sharepoint, ...).

A P00 3 A 4 RAF B AE P e W R A A (B A b iR 2% . B2 3h Bl A7 4k 4
%) SEAZRLITIEER RS (41 eroom. sharepoint 25) %

Backup media and data must be handled the same way as the original data.
3 WA A E Y B AL R 7 2C0b 05 BR A6 2R AH ] .

2.2.5 Access control

225 |14

2.2.5.1User responsibilities

225 1P 3HME

The following requirements must be observed by all users:

Fr A A b Z5E Ay DA T 25K

General Requirements

—RER

» Usage of another person's user ID or account is not permitted.
»  AFCVFHE AR R 1D Bk f

» Passing identification media (e.g., Smartcards, SecurlD cards) to somebody
else is not permissible.

»  ARVER S HIRIESE (N EER. SecurlD ) fLifgfib .

» Passwords or PINs of a user ID assigned for personal use (defined as
"person-related user ID") must not be shared or disclosed.

»  AMFHEERER S N MNE-BH P ID GE SO 5D ANHKRH A 1D
3 S EL PIN £,

» Keeping a record (e.g. on paper, in mobile devices or in files) must be

avoided unless these are considered as a secure method. Recommended is
the usage of password vaults like KeePass.
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D S RAFIC S CAINFEAR L BB b aocfbd) , BRARX LN T2
ZAENTE. AR KeePass IXFEH) 15 .

Passwords or PINs must be changed immediately whenever there is any
indication that those are compromised or became known.

HEAGARATIE R R W H R 5L PIN G40t 55 sy AP, Bl 0L BT 2.

Temporary passwords (e.g. for new accounts) must be changed at the first
log-on

It IR R CHIsT P ) DA 25 1 I8 SR N B 4L

Password or PINs must be changed at first use and then at least every year.
The change interval does not apply to PINs.

ZRLEE PIN R AE S IR I s 2, ARG 2/ D RER S —IR.  ANIEIHRE
HA ] B B 1) B 2 PIN A5

Spying out passwords is not permissible.

ARV BARER o

Passwords must at least be classified as confidential.
ARG F VA HLE

If passwords have to be stored in written form, they must be stored by the
employee in a sealed envelope at a suitable location that is protected
against unauthorized access (e.g., safe) and be updated each time the
password is changed. The sealed envelope must be signed by the
respective employee. The persons authorized to open the envelope must be
listed on it by name. In exceptional cases (e.g., in case of illness) it may be
necessary to use the stored password. This must be done according to the
"two-man rule”. Each opening must be documented and reported to the
employee. After each opening, the employee must change the password
promptly and deposit it again. IT systems offering a functionality that
matches these requirements are also permissible (e.g., electronic password
safe).

U R ZR LA TR AR, 006 20 03 T F A7 i 78 8 ) (R4S 5 v IR
&G B (BIEREEAE) , PARTIE ARSIV, FEAERECE o i
IREAT SN, R AERL AR R T4 . (S8 LA AT
THEEM AT ERPRTEOL T (BIAnAERIN ) AT R8RS A0 H X Fh A7 i 1)
G X B AL NN . BERAT IR Z0C S AR ST 4 35 45 A1
B RA T AT G, A TBARN BB IFERAAN. R AS
XLEFRIIAEN T RG (I 2R AED .

When leaving the system during ongoing operation (e.g., break, meeting),

the user must activate a system lock (e.g., password-protected screen
saver).

S AT MR (B, IR 200 W, WBTFRS, USRI
RGOl ATE RS 0 SR

Employees who use their multifunction badge to log on to IT systems must
remove the badge from the reader when leaving the system.

i1 22 D REM = 6 o 1T RGEH) 0 AL BT R G AU 2 4% B HCH B
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2.2.5.2 Password Generation

2.2.5.2 A R

During password generation, the following minimum requirements must be

observed:

A2 B R N 06 258 ST DA T SR EE K

» Employees must not generate identical passwords for business and non-
business purposes

» TSR H FATEER ML B 8 A R [R] %

» Employees must not generate identical passwords for VW group provided
systems and systems, provided by 3rd parties, e. g in the Internet
(applications, registration services, ...)

» AT ASAELERM b (N RS N RARIREL BRI R 4
AR =TT 1R A 2R G0 A2 R [R] ) 25 5

» Users must observe the minimum password length enforced by the system.
These are defined in the password poIicy4.

» P LOUESY R GERE AT RN E AT . AR A SR 4 g 3

» Simple passwords (e.g. “Test123456”, “123456abcde”) or context-specific
words (e.g. personal related topics like name, date of birth) must not be
used.

» AN RS (W“Test123456”, “123456abcde”) B4 T F L)
B ongEA . AR H SN AR EED .
» If higher password complexity is demanded by specific systems or

applications (as defined in the password policy4) the enforced complexity
must be used.

» WIRFFE RGN IR (WEMLIERE 4 FHTE ) BRI %R 4
FE, T 250K FH i i SR 1 2 2

Hint: Use mnemonic verses or abbreviations and falsifications of mnemonic

verses (e.g. mnemonic verse: “In the morning | get up early and brush my teeth”

results in a password of: “Itm1guE&bmT”). The examples listed here must not
be used as passwords.

feos: A BhiC A s BhiC A 48 5 A R (B nBhicia) B3R 2 A B
5 “tm1guE&bmT") o AL RBIATTH /RS .

Alternatively, a combination of four randomly selected words (e.g.
“Sun2Wood!Tead4Time”) results in a very strong password and is easy to
remember. The examples provided here must not be used as passwords.

a5, dH PN BE ML 00 2R (I in“Sun2Wood! Tead Time”) HE&E R — 4
RO . A RIS RS .

2.2.5.3PINs for unlocking Smartphones and Tablets
2.2.5.3 AT RETF-HURPAR FER ) PIN 75
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The same requirements as defined in chapter 2.2.5.2 must be observed.
WIESF A 2.2.5.2 T E LMK

2.2.5.4PINs for Smartcards for Authentication

2.2.5.4 T HAHAEREBERM PIN 15

The same requirements as defined in chapter 2.2.5.2 must be observed.
WSS 2.2.5.2 AT E LMER .

2.2.5.5Collective User IDs

2255%M&HF ID

Reuse of specific collective user IDs by various persons (e.g., training
participants, interns, graduating students) is permissible if the following
requirements are observed.

RS DU ESR, WREARIA G (g, 5%, 214 NSk
4D EEMERREMEEH T ID.
» The assignment of the user IDs must be managed by a responsible person.

This person must provide written verification of who used which user ID, and
when. This person must archive this verification.

» WAHHASTNERA ID KA. BB AUR BEHELE TN fE T AN P
ID P HSGIE. NG LI IEAFAS o

» Receipt of the user ID must be confirmed in writing by the respective user.
The confirmation is retained by the person responsible for the user ID.

» R 1D BN AT AN . B 1D B 5 sT NOR B BL
o

» During receipt of the user ID the password must be changed by the
respective user into a password only known to him/her.

»  EBSSCH 1D JIA],  RH L Pl 250 B BE SO A Al i S ) B D

» During return of the respective user ID, the password must be changed by
the responsible person to a password only known to him/her.

»  AEHICAHRI 1D HE], G5 N b 0Kt 5E S5O A i e A

» The company specific archiving periods must be complied with for archiving
the verifications.

»  NZITRENT o TR E AOAE RS R RORE SR A7 A

User IDs that can be used simultaneously by several persons (so-called "group
IDs") are not permissible unless exclusively applications can be started up with
this user ID that have a separate user management including a personal
authentication or only allow read access.

ATHZ ANFEEHPHP ID (PER A ID” ARV, BRI LM P
ID LIRS EA R EE (RN NSRRI B e VFEEE T ) A S TR
P

2.2.6 Network and access control

26



Audi FAW NEV
Bl — SRR E R R AT

Information Security

B R&E
GUIDELINE Information Security Guidelines for External Companies / Version 1.0
{HE] AN A RS B ENACA 1.0

2.2.6  WZRIT )%
2.2.6.1 Policy on use of network services

2.2.6.1 MIZE R & FHBUR

An IT device provided by the ordering party must only be connected to networks
(exempt mobile communications network) outside the company (e.g., hot spot,
private WLAN) in order to set up a connection with the Group network. Direct
surfing etc. is not permitted (exempt with mobile communications networks
connected smartphones and tablets).

G757 SR BERT IT Bt R BEERL R A m SR R 2% (BBl (s M8 BRAh) - (Biltnk
M TH WLAND , DMESERIMZ#EIERE. AR EE ENSE GEERS)
THAE 2% B BE T LA R IR ER A1)

If no longer required, the connection must be disconnected.
WIRAT R, AT ER:.

2.2.6.2 Equipment identification in networks

2.2.6.2 M2 AR A

The unrestricted connection of communication devices (e.g. without firewalls) to
the internal network (Intranet) is only permitted if these are made available by
the Group or by companies in which the Group or one of its companies is a
majority shareholder.

RA HIEER& MR SRR T A7 2 — R KBR AR R4, 4 RiFA
52 PR R AE Ve (ol KBS RPN ML (ERRD .

3

ADDITIONAL REQUIREMENTS FOR SUPPLIERS WITHOUT DIRECT
ACCESS TO THE INTERNAL GROUP NETWORK

X ik B2V ISR T P I 45 ) 1 2 7 Y PR ZE R
3.1 DEFINITION
31X

The requirements contained in chapter 3 must be observed by all suppliers that
fall in one of the following categories:

J& T NN — KT N R A AT T 5 3 B AR

» The supplier does not have direct access to the network of a Group
Company

»  AERRANRE BT A 4R [ w B R 2%

» The supplier is not provided with clients owned by a VW Group Company
and only uses clients owned by its own company.

» AN R AR A F AR i, R R A E 2w
A 25 S o

» Is not connected via Secure Partner, remote access or any VPN solution.

Virtual Desktop solutions only permitting transfer of display and control data
are excluded from this definition and may be used. For those the
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requirements defined in this chapter apply.

» RGN TRV R BUER] VPN fRRTT RIS, XSV E i
7N RS Hl) AR ) R 400 S5 T AR T SRANAE I SCIE N, ATRMER . X X
g, AR E ERIEH .

» The supplier is interchanging data with Audi or Audi FAW NEV.

» RN IEAE 5 SR Bl Bl — VOB R IR A PR m S AR

These suppliers are located on the premises of their own companies and
obliged to follow the regulations of their own company.

XN AT H AT, BAGES S AT E .
3.2 REQUIREMENTS
3.2 R

3.2.1 Internal organization
321 WHAA

Group company data must be separated from the data of third parties (e.g via
rights management) and especially from data of other customers of the
supplier. It must not be accessible (e.g. implementable via encryption) by other
3rd parties.

B HA A IO EH 6 2005 58 = D7 s (sl APRAE D 40T, G H R E
LR R HAR 2 P BB 70T e IR SNSRI S =7 Ui (i, R N s
W .

The NEV classification must be mapped to classification schemes of the
supplier to ensure that all required security measures are fulfilled.

HTREVRIT G 73 S 20 S W B L P 1R 43 3807 S b, DABA ORI 2 T A 0 5 1) 2 4
Jiti o

The supplier must map the information security requirements of the regulations
received within the scope of his tasks to appropriate security measures in the
suppliers own company.

R R 00 20K FLAT 55 Y0 T S WO BRIV RS IR e 4 R e B R 7 B A R
G .

Only employees with a need to know must be able to access data belonging to
the ordering party.

HUA TR EFITE R 03 A Be Vs v & 137 W07 A .

II. RESPONSIBILITIES
. JAE

This regulation must be observed by all suppliers as defined in the scope of this
document.
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AR B PN RE SRR BT A3 I e 4 a6 U 5 A R E

Deviations from this guideline, that reduce the security level, are only allowed

temporarily and after consultation with the CISO from Audi FAW NEV (P/BT-Z)

and must be informed immediately at the ordering party.

i 25 12 AE W) 2 B AR 2 2 )], AAE 5 Bl — VR RE IR E A IR A "1 1 CISO
(PIBT-Z) Wi fa & sovr,  JF B s RGE Fn T 77
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