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Volkswagen AG 
SMTP
Transport Layer Security (TLS)



A
Business Partner Contact Information

	Company

	Company Name
	

	Address
	

	DUNS-number
	
	
	-
	
	
	
	-
	
	
	
	

	Technical Contact 1

	Name
	

	Email address
	

	Phone / Mobile number
	Phone: 
	Mobile: 

	Technical Contact 2

	Name
	

	Email address
	

	Phone / Mobile number
	Phone: 
	Mobile: 


B
Volkswagen AG contact information
	Technical Contact

	Team
	Service Support Center

	Phone number
	+49-375-60619-903

	Mobil
	

	Email address
	servicesupport.center@o-s.de


C
Change Request 1)
	Change Request Information

	Requested by
	

	Date of request
	

	Date of implementation
	


1) information completed by Volkswagen
D
TLS from Business Partner to VOLKSWAGEN

All VOLKSWAGEN AG SMTP inbound gateways are configured to accept TLS connections by default (opportunistic TLS). Thereby a sender (business partner) may send emails to VOLKSWAGEN over SMTP by using TLS (STARTTLS command) without extra configuration. 

To enforce (and ensure) that all mails to VOLKSWAGEN are sent encrypted, the business partner has to configure its own gateway to enforce TLS over SMTP when sending mails for at least the domains listed in the VW-TLS-domains-document.
(See VW_SMTP_TLS_Domain_list_V2.x.doc → http://www.vwgroupsupply.com >> Cooperation >> E-mail security)
E
TLS from VOLKSWAGEN to Business Partner

To configure enforced SMTP for mails send from VOLKSWAGEN to the business partner, VOLKSWAGEN requires some information like used domains and TLS configuration on business partner’s side.

Please notice that mTLS based on gateway-routing is NOT possible. mTLS works ONLY with DNS entries (mx-records).
Please provide this information by filling out all fields here:

	Business Partner TLS information

	Domain list for TLS 
	

	Gateways
	

	TLS certificate DN
	

	TLS certificate issuer CA
	Please provide CA name and URL to CA public key download:

Name: 

URL: 

	Mailbox for mail exchange test
	

	


F
Comments

If you want to provide VOLKSWAGEN AG with some comments, please add them here:
	Your comments 

	


Encl
G
Associated companies 

To keep VOLKSWAGEN informed about companies which are also using the above listed Domains for TLS complete or in parts please add company information as far as known. 

If necessary please use more sheets.

1) consecutive numbering according to the number of fastened companies

	DUNS 
	Company
	Street
	Country
	Zip code
	City

	00-000-0000
	Company
	Street
	DE
	00000
	City
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