Privacy Notice: Business Partners and m
Employees of Business Partners of AUDI AG

A. Scope of the privacy notice

In this Privacy Notice according to Art. 13, 14 GDPR we are informing you about the automated, electronic processing of
your personal data by AUDI AG, Auto-Union-StraRe 1, 85057 Ingolstadt, Deutschland / Germany ("we”, or “Audi”) as a
business partner or employee of a business partner. For country specific information about how we process your personal
data and your privacy rights in the United States, please refer to the Appendix below.

Personal data has the meaning under your local privacy laws and may include any information relating to an identified or
identifiable natural or, if forseen under local law, legal person, including, as the case may be, sensitive personal data as
defined under the laws of the country where you are located at the relevant time (‘data subject’); a data subject is one
that can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, men-
tal, economic, cultural or social identity of that natural person.

Processing has the meaning under your local privacy laws and may include any operation or set of operations which is
performed on personal data or on sets of personal data, whether or not by automated means, such as collection, record-
ing, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

B. General Information relevant to processing of your personal data in the European Union and United
Kingdom

1. Who is the controller for the processing?
The controller for the processing of your personal data is:
AUDI AG, Auto-Union-StraBe 1, 85057 Ingolstadt, Germany.

Tax identification number/ Registration number: DE811115368; HRB Nr./Commercial Register No.: HRB 1

2. Who can | contact?
If you wish to assert your data protection rights, please use the contact options at

There, you will find further information regarding how you can assert your data protection rights. You may also send your
request

e via mail: AUDI AG, DSGVO-Betroffenenrechte, 85045 Ingolstadt, Germany

We take data subject rights very seriously and will respond to any request that you might have as soon as possible. If you
have any general questions about this privacy cotice or the processing of your personal data by Audi, please use the fol-
lowing contact option:

e-mail: dsgvo-beschaffung@audi.de

3. Contact details of the data protection officer

For matters concerning data protection, you can also consult our company data protection officer, using your own lan-
guage:

AUDI AG, Data Protection Officer, 85045 Ingolstadt, Germany

o Email: datenschutz@audi.de


https://data-subject-rights.audi.com/
mailto:dsgvo-beschaffung@audi.de
mailto:datenschutz@audi.de
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e Telephone number: +49841 890

o Office address of the company data protection officer: AUDI AG, Data Protection Officer, Auto-Union-StraBe 1, 85057
Ingolstadt, Germany

4. Which rights do | have?

All the below described rights concerning the personal data and the processing thereof may be subject to limitations,
according to the applicable EU and / or national laws. Depending on your jurisdiction, as the data subject, you may be
entitled to the following data protection rights. Please note: Your data protection rights under the local laws of the coun-
try where you are located at the relevant time may differ from the rights described below.

As a data subject, you are generally entitled to the following data protection rights:

Access:

Rectification:

Erasure:

Restriction of
processing:

You have the right to request information about the data stored about you at Audi and the scope
of the data processing and disclosure carried out by Audi and to receive a copy of the personal
data stored about you.

You have the right to obtain without undue delay the rectification of inaccurate personal data
concerning you as well as the completion of incomplete personal data stored concerning you at
Audi.

You have the right to obtain the erasure of the personal data concerning you stored at AUDI AG
without undue delay if the statutory requirements are met.

This may be the case, in particular, if

e Your personal data are no longer necessary in relation to the purposes for which they were
collected;

e The sole legal ground for the processing was your consent and you have withdrawn it;

e You have objected to the processing based on the legal ground of balancing of interests on
grounds relating to your particular situation and we cannot prove that there are overriding
legitimate grounds for the processing;

e Your personal data have been unlawfully processed; or
e Your personal data have to be erased for compliance with a legal obligation.

If we have shared your data with third parties, we will inform them about the erasure, insofar as
required by law.

Please note that your right to erasure is subject to restrictions. For example, we are not required
or allowed to delete data that we are still obligated to retain due to statutory retention periods.
Similarly, data that we need for the establishment, exercise or defence of legal claims are ex-
cluded from your right of erasure.

You have the right to obtain, under certain conditions, restriction of processing (i.e. the marking
of stored personal data in order to restrict their future processing). The requirements are, in
particular:

e The accuracy of your personal data is contested by you and Audi must verify the accuracy of
your personal data;

e The processing is unlawful, but you oppose the erasure of the personal data and instead
request the restriction of the use of the personal data;

e Audino longer needs your personal data for the purposes of processing, but you require the
data for the establishment, exercise or defence of legal claims;
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Data portability:

Objection:

Withdrawal of
consent:

Complaint:

e You have objected to the processing and the verification is pending whether the legitimate
grounds of Audi override yours.

In the event of a restriction of the processing, the data will be marked accordingly and will be -
except for their storage - only processed with your consent or for the establishment, exercise or
defence of legal claims or for the protection of the rights of another natural or legal person or
for reasons of important public interest of the EU or of a EU Member State or of the country
where you are located at the relevant time, in each case only to the extent permitted under
applicable data protection laws.

Please note that the restriction of the processing of your personal data may be also employed
as an alternative to the erasure of your personal data, where permitted by applicable law.

To the extent that we automatically process your personal data provided to us based on your
consent or a contract with you (including your employment contract), you have the right to re-
ceive the data in a structured, commonly used and machine-readable format and to transfer
those data to another controller without hindrance from Audi. You also have the right to have
the personal data transferred directly from Audi to another controller where technically feasible
and provided that this does not adversely affect the rights and freedoms of others.

If we process your personal data on the basis of legitimate interests or in the public interest,
you have the right to object to the processing of your data on personal grounds. In addition, you
have an unrestricted right to object if we process your data for our direct marketing. Please see
our separate note in the "Information on your right to object" section.

If you have given consent to the processing of your personal data, you may withdraw it at any
time. Please note that the withdrawal shall only be effective for the future. Processing that oc-
curred before the withdrawal shall not be affected.

In addition, you have the right to lodge a complaint with a data protection supervisory authority
if you believe that the processing of your personal data is unlawful. The right to lodge a com-
plaint is without prejudice to any other administrative or judicial remedy. The address of the
data protection supervisory authority responsible for Audi is:

Bayerisches Landesamt fiir Datenschutzaufsicht
Promenade 18

91522 Ansbach

Deutschland / Germany

However, you can also lodge a complaint with any other data protection supervisory authority competent for you within
or outside the EU, in particular with the one in the Member state of your habitual residence, place of work or place of the
alleged infringement. Please find hereinafter a link where you can find all contact details of the national authorities in all

member states: https://edpb.europa.eu/about-edpb/board/members en.

See Appendix 1 "Additional rights of data subjects and further country-specific information" for contact details of national
supervisory authorities and further country-specific information.


https://edpb.europa.eu/about-edpb/board/members_en
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Information on your right to object

Right to object on grounds relating to your particular situation

You have the right to object to the processing of your personal data on grounds relating to your particular situation.
The prerequisite for this is that the data processing takes place in the public interest or on the basis of balancing of
interests. This also applies for any profiling.

Insofar as we base the processing of your personal data on balancing of interests, we generally assume that we can
demonstrate compelling legitimate grounds, but we will, of course, examine each individual case.

In the event of an objection, we will no longer process your personal data, unless,

e we can demonstrate compelling legitimate grounds for the processing of such data which override your inter-ests,
rights and freedoms or

e your personal data are used for the establishment, exercise or defence of legal claims.

Objection to the processing of your data for our direct marketing purposes

Where we process your personal data for direct marketing purposes, you have the right to object at any time to the
processing of personal data concerning you for such marketing; this also applies to profiling to the extent that it is
related to such direct marketing. If you object to the processing for direct marketing purposes, we will no longer pro-
cess your personal data for such purposes, which includes profiling to the extent that it is related to such direct mar-
keting.

If you object to processing for direct marketing purposes, we will no longer process your personal data for these pur-
poses.

Objection to the processing of your data for product improvement and general customer analysis
As part of the legitimate interests, we grant you a separate right of objection with regard to the processing of your
personal data for product improvement and general customer analysis.

If you object to the processing for the purpose of product improvement and/or general customer analysis, we will no
longer process your personal data for these purposes. Purely statistical evaluations of aggregated or otherwise anon-
ymous data remain unaffected by this.

Exercise of the right to object

The objection can be exercised in any form and should preferably be addressed to the contact details listed in this
privacy notice.
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5. Which data do we process?

We process personal data which we receive from you within the scope of our business relationship with you as a business
partner or employee of a business partner.

The personal data include:

e Private contact and master data
- Contact details (private)
- Credentials

e Professional work and organizational data
- Contact details (professional)
- Work organization assignment(s)

e |T usage data
- User and login data
- Logging data (security-relevant)
- Logging data (operational safety-relevant)
- Logging data (subject-related)
- Software and hardware data

e Recordings
- Shots
- Photographs
- Recordings

e Vehicle master data and identification
- Vehicle identification data
- Vehicle master data

e Vehicle usage data (vehicle usage and operating data)

e Location
- Stationary location data
- Location history data

e Legal Transactions / Contract Data
- Contract metadata
- Power of attorney and representation

e Financial data
- Creditworthiness data (incl. score values)
- Assets and ownership
- Payment data and bank information

e Particularly sensitive personal data
- Health
- Biometric data

e Data on criminal offences / administrative offences

As part of internal investigations, e.g. in connection with whistleblower reports or the investigation of data protection
breaches, we may process additional data where applicable.

6. For which purposes do we process your data and which legal bases apply?

We process your personal data in accordance with the provisions of the General Data Protection Regulation (“GDPR”) and
the German Federal Data Protection Act (Bundesdatenschutzgesetz, “BDSG”) and other applicable local laws for various
purposes.
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The processing of your personal data must be based on one of the following legal bases:

You have given your consent (Art. 6(1)(a) GDPR);

entering into a contract (Art. 6(1)(b) GDPR);

we are subject (Art. 6(1)(c) GDPR);

authority vested in us (Art. 6(1)(e) GDPR)

Processing is necessary for the performance of a contract with you or in order to take steps at your request prior to

Processing is necessary for compliance with a legal obligation under EU law or the law of an EU member state to which

Processing is necessary in order to protect your vital interests or those of another person (Art. 6(1)(d) GDPR);

processing is necessary for the performance of a task carried out in the public interest or in the exercise of official

Processing is necessary for the purposes of the legitimate interests pursued by Audi or by a third party, except where

such interests are overridden by your interests or fundamental rights and freedoms which require protection of per-
sonal data, in particular where the data subject is a child (Article 6(1)(f) GDPR).

Following on from the above, we process your personal data on the basis of the following legal bases for the following

purposes
Purpose Examples of | Legal grounds Legitimate basis Categories of data
data pro-
cessing
Claims manage- Fulfilment of | Communication with tortfeasors
ment contracts, bal- | or injured parties, efficient han-
ancing of inter- | dling of claims by or at AUDI
ests
Contract  man- Legitimate in- | Fulfilment of legal requirements | Professional  work
agement (other terests, fulfil- | of AUDI dealers, professionalisa- | and organisational
contracts), in par- ment of con- | tion of the AUDI brand image and | data; IT usage data
ticular business tract, consent improvement of the experience for
partner manage- customers through qualification of
ment the employees of our trade and
business partners; improvement
of cooperation with trade and
business partners
Customer enquir- Contract fulfil- | Control of product quality and pre- | Professional work
ies and customer ment (e.g. ser- | vention of product damage, pre- | and organisational
complaints vice contract, | ventive complaint management data; IT usage data;
vehicle pur- Recordings
chase contract
or contract for
special equip-
ment) and con-
sent, legitimate
interests
Customer order | Provision of | Performance of
processing, in- | products, ser- | the contract
cluding  vehicle | vices and ser- | (e.g. service
production and | vices within the | contract, vehi-
provision of digi- | framework of | cle purchase
tal services and in advance | contract or con-
of contractual | tract for special
relationships; equipment),
Registration consent
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and customer

accounts; Event

and complaint

analysis
Development and | Development, Fulfilment of | Improvement of road safety and
testing of compo- | testing of new | the contract | own products, promotion of sci-
nents, products | products and | (e.g. service | ence
and services improvement contract, vehi-

and optimisa- | cle purchase

tion of existing | contract or con-

products, ser- | tract for special

vices and offers;
Participation in
research collab-
orations; Provi-
sion of prod-

ucts, services
and services
within the

framework of
and in advance
of contractual
relationships

equipment) and
consent, bal-
ancing of inter-
ests

Event and partici-
pant manage-
ment

Event

Balancing of in-
terests, consent
if necessary

Preparation and follow-up and im-
plementation of events, improve-
ment of the organization for the
future

Internal admin-

istration

Performance of
contract, bal-
ancing of inter-
ests, fulfilment
of legal obliga-
tions, consent if
necessary

Analysis of sales and order data by
model, sales channel, order sta-
tus; - Analysis of demanded vari-
ants and equipment; Reporting on
business parameters, if necessary
using the VIN; Execution of evalua-
tions to control our business pro-
cesses and cost control on the ba-
sis of the analysis of sales and or-
der data according to the model,
sales channel, order status, analy-
sis of requested variants and
equipment, reporting on business
parameters, if necessary using the
vehicle identification number;
Maintenance of operations; Com-
pliance with legal and regulatory
requirements; Granting benefits
and support to employees; Main-
taining product quality; Preven-
tion of recourse claims; Prepara-
tion and follow-up of events, im-
provement of the organization for
the future,

IT security

Legitimate in-
terests

Protection of the IT infrastructure
against accidental or wilful dam-
age, recovery of data after data

Professional ~ work
and organisational
data; IT usage data
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11D,

loss to maintain the IT infrastruc-
ture

Knowledge man-
agementand con-
tact management

Balancing of in-
terests

Acquisition, development, trans-
fer, storage and use of knowledge
in the organization

Legal affairs and
compliance

Compliance

with a legal ob-
ligation, public
interest, fulfil-
ment of legal
obligations, le-
gitimate inter-
ests, fulfilment
of contract

Compliance with legal and regula-
tory requirements; Verification of
compliance with legal provisions,
internal company guidelines, rules
and standards of Audi, Group com-
panies, employees, business part-
ners and other third parties; Com-
pliance with legal and regulatory
requirements, assertion, exercise
or defence of legal claims of Audi
or the respective AUDI dealer; Ver-
ification of compliance with con-
tractual and legal obligations by
Audi, its employees and its sales
partners, suppliers, etc., if neces-
sary using the vehicle identifica-
tion number

Professional work
and organisational
data; IT usage data;
Recordings; Legal
transactions / con-
tract data; Particu-
larly sensitive per-
sonal data

Logistics and pas-
senger transport
as well as fleet
management

Fulfilment of
contracts, bal-
ancing of inter-
ests

Organization and maintenance of
the vehicle fleet

Representation of
AUDI AG and repre-
sentation of its inter-
ests

Operation and ad-
ministration  of
and/or  support
for internally
used IT systems

Legitimate in-
terests

Protection of the IT infrastructure
against accidental or wilful inter-
ference, maintenance of IT sys-
tems and security

Professional work
and  organisational
data; IT usage data

Operational
safety and emer-
gency manage-
ment, owner's or
tenant's right to
undisturbed pos-
session of prem-
ises and to keep
out trespassers

Fulfilment of le-
gal obligations,
legitimate in-
terests, consent

Maintaining plant safety, access
control, accident prevention

Professional  work
and  organisational
data; IT usage data;
Recordings

Order placement,
external and in-

ternal projects,
including con-
struction  man-
agement

Legitimate in-
terests

Maintaining operations and im-
proving production

Professional  work
and organisational
data; IT usage data;
Legal transactions /
contract data

Prevention of vio-
lations of the law
(especially crimi-
nal offences) and
abuse

Compliance
checks, fraud
and money

laundering pre-
vention

Fulfilment of le-
gal obligations,
balancing of in-
terests

Compliance with legal and regula-
tory requirements; Verification of
compliance with legal provisions,
internal company guidelines, rules
and standards of AUDI AG, group
companies, employees, business
partners and other third parties
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Public relations, | Public rela- | Fulfilment of a
lobbying and | tions, lobbying | legal  obliga-
communication and communi- | tion, balancing
with authorities cation with as- | of interests

sociations and
authorities;
Statutory  re-
porting obliga-
tions

Review and opti- | Product devel- | Balancing of in- | Control of product quality and pre-

mization of sys- | opment, test- | terests vention of product damage, pre-
tems, procedures | ing, testing and ventive complaint management
and processes quality assur-

ance; Product

monitoring;

Callbacks
Supplier manage- Legitimate in- | Systematic management of rela- | Professional work
ment including terests tionships with suppliers, | and  organisational
supplier analysis identification and evaluation of | data; IT usage data;
and evaluation potential  suppliers,  supplier | Legal transactions /

coaching and improvement of sup- | contract data
plier relationships.

Please note: If the applicable local law of the country where you are located at the relevant time foresees additional
requirements regarding the legal bases, we will comply with such additional requirements and will inform you accord-
ingly. This in particular applies, where such local law requires (express) consent for the processing of your personal data.

Please note your rights to object to the processing of data for the purpose of direct marketing or for personal reasons and
your right to withdraw consent (see Sec. 4 "Which rights do you have?" and the "Information on your right to object").

7. Isthere an obligation to provide personal data?

As part of our business relationship or interaction, you only need to provide the personal data that is required for the
interaction, or that we are required to collect by law. Without this data, we will generally have to refuse to enter into the
contract or to execute the order, or will be unable to perform an existing contract and possibly have to terminate it.

If we are asking you for your consent to the processing of your personal data, such consent will always be voluntary.
However, if you do not give your consent, we might not be able to provide a particular service, if the relevant service cannot
be provided without such data.

8. Who receives my data?
8.1. Data processing under the joint responsibility of Audi and Volkswagen Group Companies

We also process such personal data of yours that is stored in the ONE.Konzern Group Business Platform of the Volkswagen
AG. Personal data processed in conjunction with the ONE.Konzern Group Business Platform is subject to joint responsibil-
ity by Audi and affiliated Volkswagen Group companies (hereinafter referred to as "Volkswagen Group Companies"). Con-
sequently, these entities may have access to your personal data. For more information on the processing of your personal
data in connection with the ONE.Konzern Group Business Platform and related data processing within the framework of
joint responsibility between Audi and the Volkswagen Group Companies please refer to the following links. The links also
provide you with information about the Volkswagen Group Companies and third-party providers involved in the provision
of the ONE.Konzern Group Business Platform, including potential third country transfers as mentioned under Sec. 9 be-
low:
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e ONE.Konzern Business Plattform (Startseite):
http://www.vwgroupsupply.com

e Data Protection Information of ONE.Konzern Business Plattform

e Data Protection Information of the Volkswagen Group Brands and Companies

0 } :

8.2. Data processing under the sole responsibility of Audi
Within Audi, those teams receive your data that need it in connection with their work (e.g. Sales Germany, IT).

Service providers which are used and act on behalf of us and that do not process data for any of their own purposes (so
called “processors”) may receive data for the purposes mentioned above. We utilise processors of the following categories
for the provision of specific services, who support us in the execution of our business processes. Specifically, this includes
entities affiliated with us (hereinafter referred to as “Group Companies”).

These processors include:

e Service providers/suppliers

e (Creditors and opposing parties in legal disputes
® Business partners

e Group companies

In addition, data may be shared with public authorities, and public corporations, and interest groups, including security
authorities, to the extent we should be required to do so by law or by enforceable regulatory or judicial orders. We will
generally share your personal data with third parties only if this is necessary for the performance of the contract, if we or
the third party have a legitimate interest in the disclosure, or if you have given your consent, subject to applicable local
laws. Third parties to whom we disclose your personal data for the purposes mentioned above and who act as data con-
trollers under data protection law include

e Authorities

e Service providers/suppliers

e Insurance companies

e Creditors and opposing parties in legal disputes
o Healthcare institutions / physicians

e Business partners

e Group companies

e Public-law bodies and interest groups

e Legal, business, and financial representatives
e Media companies / press

e Legal, business, and financial representatives
e Subsidiaries

e Insurance companies


http://www.vwgroupsupply.com/
https://www.vwgroupsupply.com/one-kbp-pub/de/kbp_public/rechtliches_4/privacy_policy/privacy_policy_1.html
https://www.vwgroupsupply.com/one-kbp-pub/de/kbp_public/rechtliches_4/service/datenschutzerklaerungen_von_konzernunternehmen/basicpage_for_general_pages__html_9.html
https://www.vwgroupsupply.com/one-kbp-pub/media/kbp_public/documents_2/rechtliches_3/liste_der_konzerngesellschaften_1/Liste_der_Konzerngesellschaften.pdf
https://www.vwgroupsupply.com/one-kbp-pub/media/kbp_public/documents_2/rechtliches_3/liste_der_konzerngesellschaften_1/Liste_der_Konzerngesellschaften.pdf
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9. Isdata transferred to a third country?

We process your data in Germany. As a rule, we do not transfer your data to other countries or third countries (countries
that are neither members of the European Union nor the European Economic Area) or to international organisations.

A transfer of data to third countries (i.e. countries that are neither members of the European Union nor of the European
Economic Area) may take place, to the extent this is required for the provision of services to you, is required by law, or you
have given us your consent (in the absence of any other appropriate safeguarding mechanism under applicable law).
Please note: Under the applicable local laws of the jurisdiction where you are located at, a transfer to a third country
might be defined as a transfer outside of the territory or country where you are located at the relevant time.

Please note that not all third countries have a level of data protection recognised as adequate by the competent body of
the country where you are located at the relevant time (e.g. the European Commission). Audi will only transfer your per-
sonal data to third countries to the extent permitted by applicable law. Insofar as Audi relies on appropriate safeguards
in accordance with applicable law (e.g. Standard Contractual Clauses or Binding Corporate Rules pursuant to Art. 46(2)
GDPR for third country transfers), Audi will take such additional technical and/or organizational measures to the extent
necessary to maintain an adequate level of protection of your personal data, as required under applicable laws.

With regard to use of the ONE.Konzern Business Platform and in connection with groupwide processes, we also transmit
your data to Volkswagen AG Group Companies outside the European Union or the European Economic Area. You will re-
ceive information about the companies that receive access to your data on the ONE.Konzern Business Platform, on the
platform. Our contract-based processors in certain cases also process personal data in countries outside the European
Union or the European Economic Area.

Exceptions may also arise if you are employed by a business partner with headquarters in a third country or an event takes
place in third countries. In addition, some of our IT service providers or other business partners, customers, or suppliers
may be located in third countries. In certain cases, personal data may also be shared with officials and courts in third
countries.

You can obtain a copy from us of the specific applicable or agreed rules to ensure the adequate level of data protection.
Please use the information in the Contact section for this purpose.

Your data will be transferred to the following recipients in a third country: Volkswagen Group Companies, who may re-
quest services from you. List of enclosed Volkswagen Group Companies:

10. How long will my data be stored?

We store your data as long as it is necessary for the purpose for which we have collected the data or we have a legitimate
interest in the further storage. In other words, we routinely process and store your personal data for the duration of our
business relationship with you or the business partner for which you work or your interaction with us.

In addition, we are subject to various retention and documentation obligations, which result, inter alia, from the German
Commercial Code (Handelsgesetzbuch, “HGB”) and the German Tax Code (Abgabenordnung, “AQ”). The periods specified
therein for retention and documentation are up to ten years. Finally, the storage period is also assessed according to the
statutory limitation periods, which can be up to thirty years, for example, according to Sections 195 et seqq. of the Ger-
man Civil Code (Biirgerliches Gesetzbuch, “BGB”), with the regular period of limitation being three years.

Under certain circumstances, your data may also need to be retained for a longer period of time, such as when a so-called
legal hold or litigation hold (i.e. a prohibition of data deletion for the duration of the proceedings) is ordered in connection
with administrative or judicial proceedings.

We may also be subject to retention and documentation obligations in line with the local legislation of your country.


https://www.vwgroupsupply.com/one-kbp-pub/media/kbp_public/documents_2/rechtliches_3/liste_der_konzerngesellschaften_1/Liste_der_Konzerngesellschaften.pdf
https://www.vwgroupsupply.com/one-kbp-pub/media/kbp_public/documents_2/rechtliches_3/liste_der_konzerngesellschaften_1/Liste_der_Konzerngesellschaften.pdf
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11. What practices and procedures are implemented to secure my data?

We have implemented and maintain at all times encompassing technical and organisational measures (TOMs) to protect
your data in accordance with the high standards of the GDPR and the standards required under other applicable local laws
of the jurisdiction you may be located at. This includes, but is not limited to, pseudomysation and encryption, measures
to ensure the ongoing confidentiality, integrity and availability of your data (including the ability to restore data in case
of an incident). We are regularly reviewing our TOMs and apply enhancements where needed to keep your data safe and
to comply with applicable laws. We have put in place appropriate procedures to deal with any personal data breach (i.e. a
breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access
to, personal data transmitted, stored or otherwise processed) and will notify you as the data subject and relevant super-
visory authority when we are legally required to do so.

12. Updates of this privacy notice

We might update this privacy notice from time to time by making available updates to this privacy notice on our website.



Annex 1: Additional data subject rights and
further country-specific information

United States — State of California

Personal Information We Collect
We collect and process personal information that you share with us. In particular, we have collected the following
categories of personal information in the last twelve (12) months:

Category of Data Source of Data Purpose of Processing

Identifiers such as a name, You Supplier management including supplier analysis and evalu-

postal address, online identi- ation; Order placement, external and internal projects, in-

fier, Internet Protocol ad- cluding construction management; Contract management

dress, email address, social (other contracts), in particular business partner manage-

security or social insurance ment; IT security; Operation and administration of and/or

numbers, or other similar support for internally used IT systems; Operational safety

identifiers and emergency management, owner's or tenant's right to
undisturbed possession of premises and to keep out tres-
passers; Legal affairs and compliance; Customer enquiries
and customer complaints;

Commercial information You Supplier management including supplier analysis and evalu-
ation; Order placement, external and internal projects, in-
cluding construction management; Contract management
(other contracts), in particular business partner manage-
ment; Legal affairs and compliance; Customer enquiries and
customer complaints

Internet or other electronic You IT security; Operation and administration of and/or support

network activity information, for internally used IT systems; Legal affairs and compliance

including browsing and

search history

Audio, electronic, visual, or You IT security; Operation and administration of and/or support

similar information, such as for internally used IT systems; Operational safety and emer-

security camera recordings gency management, owner's or tenant's right to undisturbed
and data from your vehicle possession of premises and to keep out trespassers; Legal
affairs and compliance

Professional or employment- | You Supplier management including supplier analysis and evalua-

related information tion; Order placement, external and internal projects, includ-
ing construction management; Contract management (other
contracts), in particular business partner management; IT se-
curity; Operation and administration of and/or support for in-
ternally used IT systems; Operational safety and emergency
management, owner's or tenant's right to undisturbed pos-
session of premises and to keep out trespassers; Legal affairs
and compliance;

Education information You Supplier management including supplier analysis and evalua-
tion; Order placement, external and internal projects, includ-
ing construction management; Contract management (other
contracts), in particular business partner management; Oper-
ation and administration of and/or support for internally used
IT systems; Operational safety and emergency management,
owner's or tenant's right to undisturbed possession of prem-
ises and to keep out trespassers; Legal affairs and compliance
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Note that collection and processing of personal information in the employment context is covered by privacy law and
regulations in California (and in countries outside the US) but not in other states. We do not collect biometric infor-
mation.

Retaining Your P Linformati

We retain personal information only as long as necessary for the purposes provided in this notice or to meet other
legal, regulatory, tax, or accounting requirements. When establishing retention periods, we consider factors such as
the sensitivity of the information, existence of automatic controls to delete the data, and legal, contractual, or similar
obligations to retain your information. Because these factors can vary based on the information collected and your
interaction with us, actual retention periods can vary significantly.

We may keep an anonymized form of your personal data, which will no longer refer to you or have personally identifying
information, without time limits, to the extent that we have a legitimate and lawful purpose in doing so.

If there is personal information that we are unable, for technical reasons, to delete entirely from our systems, we will
put in place appropriate measures to prevent any further processing or use of the data.

Selli | Sharing P Linf :

Audi does not sell personal information and has not done so in the last twelve (12) months. Audi does not share per-
sonal information for the purpose of targeted advertising, cross-context behavioral advertising, or similar uses, and
has not done so in the last twelve (12) months. This statement includes consumers under 16 years of age.

Disclosing P Linf .

We may disclose your personal information to certain vendors and third parties for our business and operational pur-
poses. These vendors typically provide services such as ensuring physical and logical security of our people and assets
and providing data storage and other IT services. We have not disclosed personal information for the purpose of tar-
geted marketing, cross-context behavioral advertising, or similar purposes, and will not do so in the future.

Audi has disclosed the following categories of personal information for business purposes to third parties in the last
twelve (12) months:

Category of Data Category of Recipients Purpose of Disclosure
Identifiers Volkswagen Group companies; Service pro- | Provide services to Audi; Fulfil our
viders; Public authorities, public corpora- contractual and statutory obliga-
tions, and interest groups; Insurance com- | tions; Safeguard our legitimate in-
panies; Legal, economic and financial rep- terests; Respond to questions and
resentatives requests as required by law, regula-
tions, or judicial orders; At your re-
quest
Commercial information Same as above Same as above
Internet or other electronic Same as above Same as above

network activity information,
including browsing and
search history

Audio, electronic, visual, or | Same as above Same as above
similar information

Professional or employment- | Same as above Same as above
related information

Education information Same as above Same as above
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Your Rights

Under the California Consumer Privacy Rights Act of 2018, as amended, and associated regulations, you have certain
rights regarding your personal information, as follows:

¢ Right to know and access personal information: You have the right to request that we disclose: (1) the catego-
ries of personal information we have collected about you; (2) the sources from which we collected the personal
information; (3) the business or commercial purpose for the collection, selling or sharing of personal infor-
mation; (4) the categories of third parties to whom we disclose personal information; (5) the categories of per-
sonal information that we sold or disclosed for a business purpose; and (6) the specific pieces of personal infor-
mation we have collected about you.

o Right to correct: If you find that we have inaccurate personal information about you, you have the right to re-
quest that we correct that inaccurate personal information, taking into account the nature of the personal infor-
mation and the purposes of processing the personal information.

o Right to delete: You have the right to request that we delete your personal information. There are some excep-
tions to this right.

e Right of data portability: You have the right to obtain a copy of your personal data in a portable and readily usa-
ble format that allows you to transmit the data to another controller without impediment. There are some limits
to this right.

¢ Right to Opt-out: We do not process, sell, or share your personal data for the purposes of targeted advertising
or profiling, but if we did you would have the right to ask us not to do it. If you visit our website and use an opt-
out preference signal following the Global Privacy Control (GPC) specification, we will process your opt-out pref-
erence in a frictionless manner at the device level using our cookie compliance tool. You can set your browser to
send these signals, but the specific settings that need to be configured depend on the specific browser you use.
Some browsers may require a browser extension. To learn more about the GPC and browsers which support it,
visit the Global Privacy Control website. This right may also be exercised immediately at this link. If you have
questions about opting out or need a different way to opt-out, please submit a request to https://data-subject-
rights.audi.com/.

¢ Right to Limit: We do not collect sensitive personal information, but if we did you would have the right to ask us
to limit our use of your sensitive personal information to that which is necessary to perform the services or pro-
vide the goods, with some narrowly tailored exceptions. This right may be exercised immediately at this link.

e Non-discrimination and financial incentives: We will not discriminate or retaliate against you for exercising your
privacy rights.

Exercising Your Rights

You may exercise these rights by filing a request at https://data-subject-rights.audi.com/. Requests may also be sent
via mail to AUDI AG, DSGVO-Betroffenenrechte, 85045 Ingolstadt, Germany.

You may designate an authorized agent to make a request for you. The process for making the request is the same. If
you use an authorized agent, we may require the agent to submit proof that they are authorized to act on your behalf.

If we decline your request, partially or fully, you may appeal the decision. Simply follow the same process for submit-
ting a request and include “Appeal” in the title or other part of the request. If that appeal is denied, you may contact
the California Attorney General’s office to submit a complaint.

Children's Privacy

We do not knowingly collect any information from children under the age of 16. If we learn that a child under the age
of 16 has provided us with personal information, we will delete it in accordance with applicable law. If you are a parent
or guardian and believe we have inadvertently collected information from your child in a manner not permitted by law,

please contact us via email at privacy@audi.com.
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